
Protocols
This section contains the specification of protocols used by both E-SDCs and POSes

TaxCore.API for both POS and E SDC
TaxCore.API is designed to expose TaxCore's functionalities to all external systems.

1.

POS to SDC Protocol
This section describes API exposed by V-SDC and all accredited E-SDC devices and applications to POS
and invoicing systems.

2.

TaxCore.API for both POS and E-SDC

Introduction
TaxCore.API is designed to expose TaxCore's functionalities to all external systems.

It enables the integration of POS's, E-SDCs, accreditation tools, and other clients that make the TaxCore
ecosystem.

API documentation design is based on OpenAPI-Specification V2 (https://github.com/OAI/OpenAPI-Specification
). You can use OpenAPI-Specification code generators (e.g. https://swagger.io/tools/swagger-codegen ) to quickly
build a proxy library for almost any programming language and platform.

NOTE:
Development, testing, and technical review are all done in the Sandbox environment. The next step is the
administrative review process, which enables getting accreditation for a specific country. Different countries
have different system names, and every environment has its own URL.

NOTE:
The documents in this section provide TaxCore.API endpoints for both E-SDCs and POS's.

If you want to learn more about the TaxCore.API endpoints for E-SDCs, refer to the documents here, and if
you are interested in POS endpoints, refer to the document For POS Developers, section Connecting with V-
SDC and E-SDC service.
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Content

Obtain a URL of the TaxCore.API Service from Digital Certificate
TaxCore.API service provides the configuration information of the current environment. In order to access
it, one must obtain the URL of the TaxCore.API service from the Secure Element digital certificate. This
procedure applies to any type of Secure Element.

1.

Configuration
Every TaxCore.API instance provides services anyone can use to gather information about the current
environment and all available environments from the current node.

2.

Obtain a URL of the TaxCore.API Service from Digital
Certificate

Introduction
TaxCore.API service provides the configuration information of the current environment. In order to access it, one
must obtain the URL of the TaxCore.API service from the Secure Element digital certificate. This procedure applies
to any type of Secure Element.

How to obtain TaxCore.API URL
TaxCore.API URL is stored in a digital certificate of the Secure Element as the value of OID. OID is dynamically
created when a Secure Element is issued and depends on the target environment. For example, Test and
Production environments will have different OIDs, so that the digital certificate issued for one environment cannot
be used for any purpose in another environment. Follow the steps to read the OID value from the digital certificate
installed on your computer:

Open the certificate installed on your computer;1.
In the General tab, your certificate should have the OID in this format 1.3.6.1.4.1.49952.X.Y.3.7;2.
X and Y parameters identify the environment and their values change according to each
environment.

3.
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Click on the Details tab and find the line with an OID in this format - 1.3.6.1.4.1.49952.X.Y.54.

 

Again, X and Y parameters identify the environment, and the values will vary according to different
environments, but they will be the same as on the General tab.

5.

6.



Number 5 at the end identifies the TaxCore.API URL.

Read the value of this OID containing the root URL of TaxCore.API Service.
7.

 

If the Secure Element is in the smart card format, the URL of TaxCore.API services can be obtained at runtime
using Export Certificate APDU command, which returns the digital certificate in the DER format.

Configuration

Introduction
Every TaxCore.API instance provides services anyone can use to gather information about the current environment
and all available environments from the current node.

These services should be used by all POS and E-SDC implementations to gather environment information and to
simplify technical review, accreditation, deployment, and usage in various jurisdictions.

Content

Configuration
1.
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This service returns the information about environment configuration.

Tax Rates
This service returns the information about defined tax rates for the environment.

2.

Environments
This service returns a list of all available environments from the TaxCore.API.

3.

Encryption Certificate
This service returns the public key of the TaxCore.API, which can be used for encryption.

4.

Configuration
This service returns the information about environment configuration.

NOTE:
The same parameters can also be obtained from any SDC device (E-SDC or V-SDC), which is the preferred
option for obtaining this information - see POS to SDC Protocol.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/configuration

https://api.sandbox.vms.frcs.org.fj/api/v3/configuration

NOTE:
Development and production environments, as well the environments in different countries, have different
URLs. For this reason, URLs and names in your documentation, code, and UI should not be hardcoded but
configurable or extracted from a digital certificate.

HTTP Method
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GET

Authentication
No authentication

Response

Field Description

organizationName Name of the tax authority organization

serverTimeZone Time zone of the server location

street Tax authority street address

city Tax authority city

country Tax authority country

endpoints List of available endpoints

environmentName Name of the environment

logo Link to the tax authority's official logo

ntpServer NTP server used for time synchronization

supportedLanguages List of language-culture strings supported by TaxCore

Example

{
  "organizationName": "Data Tech International",
  "serverTimeZone": "Fiji Standard Time",
  "street": "Kruzni put 7",
  "city": "Belgrade",
  "country": "RS",
  "endpoints": {
    "taxpayerAdminPortal": "https://tap.sandbox.taxcore.dti.rs:443/",
    "taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
    "vsdc": "https://vsdc.sandbox.taxcore.dti.rs:443/",
    "root": "https://frontendui.sandbox.taxcore.dti.rs:443/v/?vl="
  },
  "environmentName": "SANDBOX",



  "logo": "https://i.imgur.com:443/tg5ad6O.png?hash=1563836329",
  "ntpServer": "http://0.europe.pool.ntp.org:80/",
  "supportedLanguages": [
    "en-US",
    "sr-Cyrl-RS"
  ]
}

Tax Rates
This service returns the information about defined tax rates for the environment.

NOTE:
The same parameters can also be obtained from any SDC device (E-SDC or V-SDC), which is the preferred
option for obtaining this information - see POS to SDC Protocol.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/tax-rates

https://api.sandbox.vms.frcs.org.fj/api/v3/tax-
rates

NOTE:
Development and production environments, as well the environments in different countries, have different
URLs. For this reason, URLs and names in your documentation, code, and UI should not be hardcoded but
configurable or extracted from a digital certificate.

HTTP Method

GET

Authentication
No authentication
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Response

Field Description

currentTaxRates The currently active tax rate group.

allTaxRates All tax rate groups ever used for the environment - can be used for reference when
issuing refunds. Also includes all approved future tax rate groups, with the date of their
activation.

Example

{
  "currentTaxRates": [
    {
      "validFrom": "2020-08-03T12:56:56",
      "groupId": 2,
      "taxCategories": [
        {
          "name": "ECAL",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 5,
              "label": "D"
            },
            {
              "rate": 11,
              "label": "F"
            }
          ],
          "orderId": 1
        },
        {
          "name": "N-TAX",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 0,
              "label": "N"
            }
          ],
          "orderId": 2
        },
        {
          "name": "PBL",
          "categoryType": 2,
          "taxRates": [
            {
              "rate": 0.5,
              "label": "P"
            }
          ],
          "orderId": 3
        },
        {
          "name": "STT",
          "categoryType": 0,



          "taxRates": [
            {
              "rate": 6,
              "label": "E"
            }
          ],
          "orderId": 4
        },
        {
          "name": "VAT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 9,
              "label": "A"
            },
            {
              "rate": 0,
              "label": "B"
            }
          ],
          "orderId": 5
        },
        {
          "name": "VAT-EXCL",
          "categoryType": 1,
          "taxRates": [
            {
              "rate": 0,
              "label": "C"
            }
          ],
          "orderId": 6
        }
      ]
    }
  ],
  "allTaxRates": [
    {
      "validFrom": "2020-08-02T21:04:00",
      "groupId": 1,
      "taxCategories": [
        {
          "name": "ECAL",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 5,
              "label": "D"
            },
            {
              "rate": 11,
              "label": "F"
            }
          ],
          "orderId": 1
        },
        {
          "name": "N-TAX",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 0,
              "label": "N"
            }
          ],



          "orderId": 2
        },
        {
          "name": "PBL",
          "categoryType": 2,
          "taxRates": [
            {
              "rate": 0.2,
              "label": "P"
            }
          ],
          "orderId": 3
        },
        {
          "name": "STT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 6,
              "label": "E"
            }
          ],
          "orderId": 4
        },
        {
          "name": "VAT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 9,
              "label": "A"
            },
            {
              "rate": 0,
              "label": "B"
            }
          ],
          "orderId": 5
        },
        {
          "name": "VAT-EXCL",
          "categoryType": 1,
          "taxRates": [
            {
              "rate": 0,
              "label": "C"
            }
          ],
          "orderId": 6
        }
      ]
    },
    {
      "validFrom": "2022-01-01T00:00:00Z",
      "groupId": 3,
      "taxCategories": [
        {
          "name": "ECAL",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 10,
              "label": "F"
            }
          ],
          "orderId": 5



        },
        {
          "name": "PB",
          "categoryType": 2,
          "taxRates": [
            {
              "rate": 0.1,
              "label": "P"
            }
          ],
          "orderId": 6
        },
        {
          "name": "STT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 1,
              "label": "E"
            }
          ],
          "orderId": 2
        },
        {
          "name": "VAT",
          "categoryType": 0,
          "taxRates": [
            {
              "rate": 9,
              "label": "A"
            }
          ],
          "orderId": 1
        }
      ]
    }
  ]
}

Environments
This service returns a list of all available environments from the TaxCore.API.

NOTE:
The same parameters can also be obtained from any SDC device (E-SDC or V-SDC), which is the preferred
option for obtaining this information - see POS to SDC Protocol.

Endpoint

Endpoint Example

/help/help/view/1563836329/POS-to-SDC-Protocol


<TaxCore_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/environments

https://api.sandbox.vms.frcs.org.fj/api/v3/environments

NOTE:
Development and production environments, as well the environments in different countries, have different
URLs. For this reason, URLs and names in your documentation, code, and UI should not be hardcoded but
configurable or extracted from a digital certificate.

HTTP Method

GET

Authentication
No authentication

Response data

Field Description

name Name of the TaxCore environment

url Root Url of the TaxCore environment. You can construct other well-known Urls using
this value. For example, api.sandbox.taxcore.online and
vsdc.sandbox.taxcore.online.

description Description of the environment. For example, "for accreditation purposes only".

environmentName For internal use only.

Example (not specific for any environment)

[
  {
    "name": "Sandbox",
    "url": "sandbox.taxcore.online",
    "description": "",
    "environmentName": "SANDBOX"
  }
]

/help/help/view/600564704/Obtain-a-URL-of-the-TaxCore.API-Service-from-Digital-Certificate


Encryption Certificate
This service returns the public key of the TaxCore.API, which can be used for encryption.

Endpoint

Endpoint Example

<TaxCore_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/encryption-certificate

https://api.sandbox.vms.frcs.org.fj/api/v3/encryption-
certificate

NOTE:
Development and production environments, as well the environments in different countries, have different
URLs. For this reason, URLs and names in your documentation, code, and UI should not be hardcoded but
configurable or extracted from a digital certificate.

HTTP Method

GET

Authentication
No authentication

Response data

Response contains Base64 encoded raw data of TaxCore.API X509 public key certificate used for encryption.

Example

"MIIF8TCCBNmgAwIBAgIOH2Jcu+Xv1l8AAAAAJN4wDQYJKoZIhvcNAQELBQAwP
jELMAkGA1UEBhMCUlMxDDAKBgNVBAoTA0RUSTEhMB8GA1UEAxMYVGF4Q29yZSB
JQ0ExIERldmVsb3BtZW50MB4XDTIwMDYxNzA4MjAxNVoXDTIzMDYxNzA4MzAxN
VowczELMAkGA1UEBhMCUlMxDzANBgNVBAgTBlNlcmJpYTERMA8GA1UEBxMIQmV
sZ3JhZGUxDDAKBgNVBAoTA0RUSTENMAsGA1UECxMEQ29yZTERMA8GA1UEBRMIZ
mYwN2RlMGYxEDAOBgNVBAMTB1RheENvcmUwggEiMA0GCSqGSIb3DQEBAQUAA4I

/help/help/view/600564704/Obtain-a-URL-of-the-TaxCore.API-Service-from-Digital-Certificate

"

POS to SDC Protocol
This section describes API exposed by V-SDC and all accredited E-SDC devices and applications to POS and
invoicing systems.

Create Invoice command is the same for both V-SDCs and E-SDC thus simplifying implementation of POSes. Some
other services defined in this section are specific to either V-SDC or E-SDC implmentations because they cater for
differences between Connected and Semi-Connected modes of operation and specifics of authentication and
authorization.

Network Connectivity of E-SDCs

E-SDC device shall be equipped with an Ethernet port or a Wireless controller in accordance with IEEE 802.3, with
speed no less than 100Mb/s, in order to access a local area network.

The physical connection to a network can be established with a standard LAN cable, Cat.5 or similar with better
features. The ends of the cables shall be equipped with RJ-45 plug male connectors since an E-SDC is equipped
with a female RJ-45 connector.

E-SDC shall have a globally unique MAC-48 address in accordance with IEEE 802, which is stored on a specialized
MAC Address chip, or an address obtained by the authorized vendor stored in the non-volatile memory during the
manufacturing.

IP Address and other network settings on an E-SDC shall be configurable. The technical implementation of these
features is in the scope of the E-SDC manufacturer.

/help/help/view/1846128515/Create-Invoice


Content

Get Environment Parameters
This service returns information about environment configuration. The same parameters can also be
obtained directly from TaxCore.API with more accuracy, as SDCs' accuracy depends on their
synchronization frequency. The fields list in Response can grow, adding additional information, so
integrators should keep that in mind.

1.

Attention
This command is used by POS to verify if E-SDC is available. The command is used prior to Sign Invoice or
Send Pin requests. This significantly lowers the possibility of communication errors, including timeout
errors. Only if a valid response is received, the POS immediately sends the next command.

2.

Get Status
This service is used to get status information from SDC.

3.

Verify PIN
This service is used to verify a PIN entered by a cashier on a POS. Once the PIN is entered, it is validated
using the Secure element on a smart card. The request is sent as plain text and the response is plain text
(still application/json HTTP header must be provided).

4.

Create Invoice
This section contains the description of the Create Invoice command.

5.

Get Last Signed Invoice
Get the last signed invoice by RequestId. It is used in case POS did not get a response from E-SDC after
the Create Invoice service was invoked. The response is the same as for the Create Invoice service.
RequestId field from the request is used to determine whether the last invoice was successfully created.

6.

Error Messages Format
This section describes the structure and format of error messages that SDC returns to POS.

7.

Status and Error Codes
All protocols share the same Info, Error, and Warning codes.

8.

Get Environment Parameters
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This service returns information about environment configuration. The same parameters can also be obtained
directly from TaxCore.API with more accuracy, as SDCs' accuracy depends on their synchronization frequency. The
fields list in Response can grow, adding additional information, so integrators should keep that in mind.

NOTE:
Development, testing and, technical review are all done in the Sandbox environment. The next step is the
administrative review process, which enables getting accreditation for a specific country. Different countries
have different environment names, and every environment has its own URL (see Environments). For this
reason, URLs and names in your documentation, code and UI should not be hardcoded but configurable or
extracted from a digital certificate.

SDC Endpoint Example

V-SDC <V-
SDC_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/environment-parameters

[[_TaxCore.PublicConfiguration.VsdcApiUrl_]]/api/v3/environment-
parameters

E-SDC http://<ESDC_ip_address>:<ESDC_port>/api/v3/environment-
parameters

http://192.168.88.112:8888/api/v3/environment-
parameters

HTTP Method

GET

Header
Add following HTTP headers to each request

Accept: application/json•
PAC: <PAC_value> (PAC value for the provided client authentication certificate - only for V-SDC)•

Authentication

V-SDC

Use client digital certificate for authentication with each request to V-SDC.Api.

E-SDC

E-SDC does not require client authentication.

/help/help/view/2110580829/Environments
/help/help/view/1636340390/Accessing-V%2DSDC-API


Response

Field Description

organizationName Name of the tax authority organization

serverTimeZone Time zone of the server location

street Tax authority street address

city Tax authority city

country Tax authority country

endpoints List of available endpoints

environmentName Name of the environment

logo Link to the tax authority's official logo

ntpServer NTP server used for time synchronization

supportedLanguages Supported language(s) for the environment

Example (not specific for any environment)

{
  "organizationName": "Data Tech International",
  "serverTimeZone": "Fiji Standard Time",
  "street": "Kruzni put 7",
  "city": "Belgrade",
  "country": "RS",
  "endpoints": {
    "taxpayerAdminPortal": "https://tap.sandbox.taxcore.dti.rs:443/",
    "taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
    "vsdc": "https://vsdc.sandbox.taxcore.dti.rs:443/",
    "root": "https://frontendui.sandbox.taxcore.dti.rs:443/v/?vl="
  },
  "environmentName": "SANDBOX",
  "logo": "https://i.imgur.com:443/tg5ad6O.png?hash=1563836329",
  "ntpServer": "http://0.europe.pool.ntp.org:80/",
  "supportedLanguages": [
    "en-US",
  ]
}

Attention



This command is used by POS to verify if E-SDC is available. The command is used prior to Sign Invoice or Send
Pin requests. This significantly lowers the possibility of communication errors, including timeout errors. Only if a
valid response is received, the POS immediately sends the next command.

Endpoint

SDC Endpoint Example

V-SDC <V-
SDC_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/attention

[[_TaxCore.PublicConfiguration.VSDCApiUrl_]]/api/v3/attention

E-SDC http://<ESDC_ip_address>:<ESDC_port>/api/v3/attentionhttp://192.168.88.112:8888/api/v3/attention

NOTE:
Development and production environments, as well the environments in different countries, have different URLs.
For this reason, URLs and names in your documentation, code and UI should not be hardcoded but configurable
or extracted from a digital certificate.

Method
GET

Header
Add the following HTTP headers to each request

Accept: application/json•

Authentication

V-SDC

V-SDC.API does not require client authentication.

E-SDC

E-SDC does not require client authentication.

/help/help/view/1636340390/Accessing-V%2DSDC-API


Request
N/A

Response
HTTP Code 200

Get Status
This service is used to get status information from SDC.

Endpoint

SDC Endpoint Example

V-SDC <V-
SDC_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/status

[[_TaxCore.PublicConfiguration.VSDCApiUrl_]]/api/v3/status

E-SDC http://<E-SDC_ip_address>:<E-
SDC_port>/api/v3/status

http://192.168.88.112:8888/api/v3/status

NOTE:
Development and production environments, as well the environments in different countries, have different URLs.
For this reason, URLs and names in your documentation, code and UI should not be hardcoded but configurable
or extracted from a digital certificate.

Method
GET

Header
Add following HTTP headers to each request

Accept: application/json•
•

/help/help/view/1636340390/Accessing-V%2DSDC-API


PAC: <PAC_value> (PAC value for the provided client authentication certificate - only for V-SDC)•

Authentication

V-SDC

Use client digital certificate for authentication with each request to V-SDC.Api.

E-SDC

E-SDC does not require client authentication.

Request
N/A

Response
JSON formatted data in accordance with the below table.

SDC Field Description Example

E-SDC isPinRequired If PIN is not entered, or if a
wrong PIN is entered in the
previous attempt, this field
shall be set to true; otherwise
set to false

true

E-SDC auditRequired If Audit is required, this field
shall be set to true. Audit is
required if the Total Amount
of all invoices is 75% or more
of the Maximum Limit.
Maximum Limit and Total
Amount are obtained from
the Secure element using
Amount Status APDU
command

False
if
Total Amount is 1554879
Maximum Limit is 9000000

True
If
Total Amount is 7504899
Maximum Limit is 10000000

E-SDC, V-SDC sdcDateTime Current Local Date and
Time in ISO 8601 format

2017-08-30T11:53:05+13:00

E-SDC lastInvoiceNumber Invoice number of the last
invoice signed by this E-SDC.

ORG674J1-ORG674J1-98637

/help/help/view/1596964304/Fiscalization


E-SDC protocolVersion Always return 1.0.0.0 1.0.0.0

E-SDC secureElementVersion Version obtained from the
Secure element using Get
Secure Element Version APDU
command

1.1.1

E-SDC hardwareVersion Manufacturer-specific
hardware version, if
applicable

1.2.7.21

E-SDC softwareVersion Manufacturer-specific
software version

1.7.6.5

E-SDC deviceSerialNumber Manufacturer-specific serial
number of the E-SDC device
in format of the
Manufacturer Registration
Code - MRC

0108-0012-ASDJKA1SDJL2A

E-SDC make Name of the manufacturer Acme

E-SDC model Manufacturer-specific Model
Name

The Device 442

E-SDC mssc Manufacturer-specific Errors,
Warnings and info messages

Array of error codes

E-SDC gsc General Errors, Warnings and
info messages defined in the
Status and Error Codes
section

Array of error codes

E-SDC, V-SDC supportedLanguages List of language-culture
strings supported by SDC
and intercepted with
languages supported by
specific environment, as per
Get Environment Parameters.
They define the language
and data formats on the
invoice journal.

en-US

E-SDC, V-SDC uid UID of the client certificate
(V-SDC) or inserted smart
card (E-SDC)

TK7SV2AY

E-SDC, V-SDC taxCoreApi Root URL of the TaxCore.API https://api.sandbox.taxcore.dti.rs:443/

/help/help/view/1596964304/General-Commands
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targeted by SDC

E-SDC, V-SDC currentTaxRates An object of currently active
tax rates

An object containing
validFrom date, group Id and
the array of currently active
tax categories

E-SDC, V-SDC allTaxRates An array of all tax rates An array containing
validFrom date, group Id and
tax categories for each group

Model
GetStatusResponse {
sdcDateTime (string, optional),

supportedLanguages (Array[string], optional),

uid (string, optional),

taxCoreApi (string, optional),

currentTaxRates (TaxRateGroup, optional),

allTaxRates (Array[TaxRateGroup], optional)
}

Example for E-SDC

{
	"isPinRequired": true,
	"auditRequired": false,
	"sdcDateTime": "2021-07-14T18:21:11.3320963+02:00",
	"lastInvoiceNumber": "CL4KBJCE-CL4KBJCE-1",
	"protocolVersion": "1.0.0.0",
	"hardwareVersion": "1.0.0.0",
	"softwareVersion": "1.0.0.0",
	"mssc": [
		"6001"
	],
	"gsc": [
		"0100"
	],
	"deviceSerialNumber": "99-3010-22222222",
	"make": "ExampleSDC",
	"model": "ExampleSDC",
	"supportedLanguages": [
		"en-US",
	],
	"uid": "TK7SV2AY",
	"taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
	"currentTaxRates": {
		"validFrom": "2020-08-03T12:56:56",
		"groupId": 2,
		"taxCategories": [
			{

https://api.sandbox.taxcore.dti.rs:443/


				"name": "ECAL",
				"categoryType": 0,
				"taxRates": [
					{
						"rate": 5,
						"label": "D"
					},
					{
						"rate": 11,
						"label": "F"
					}
				],
				"orderId": 1
			},
			{
				"name": "N-TAX",
				"categoryType": 0,
				"taxRates": [
					{
						"rate": 0,
						"label": "N"
					}
				],
				"orderId": 2
			},
			{
				"name": "PBL",
				"categoryType": 2,
				"taxRates": [
					{
						"rate": 0.5,
						"label": "P"
					}
				],
				"orderId": 3
			},
			{
				"name": "STT",
				"categoryType": 0,
				"taxRates": [
					{
						"rate": 6,
						"label": "E"
					}
				],
				"orderId": 4
			},
			{
				"name": "VAT",
				"categoryType": 0,
				"taxRates": [
					{
						"rate": 9,
						"label": "A"
					},
					{
						"rate": 0,
						"label": "B"
					}
				],
				"orderId": 5
			},
			{
				"name": "VAT-EXCL",
				"categoryType": 1,
				"taxRates": [



					{
						"rate": 0,
						"label": "C"
					}
				],
				"orderId": 6
			}
		]
	},
	"allTaxRates": [
		{
			"validFrom": "2020-08-02T21:04:00",
			"groupId": 1,
			"taxCategories": [
				{
					"name": "ECAL",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 5,
							"label": "D"
						},
						{
							"rate": 11,
							"label": "F"
						}
					],
					"orderId": 1
				},
				{
					"name": "N-TAX",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 0,
							"label": "N"
						}
					],
					"orderId": 2
				},
				{
					"name": "PBL",
					"categoryType": 2,
					"taxRates": [
						{
							"rate": 0.2,
							"label": "P"
						}
					],
					"orderId": 3
				},
				{
					"name": "STT",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 6,
							"label": "E"
						}
					],
					"orderId": 4
				},
				{
					"name": "VAT",
					"categoryType": 0,
					"taxRates": [



						{
							"rate": 9,
							"label": "A"
						},
						{
							"rate": 0,
							"label": "B"
						}
					],
					"orderId": 5
				},
				{
					"name": "VAT-EXCL",
					"categoryType": 1,
					"taxRates": [
						{
							"rate": 0,
							"label": "C"
						}
					],
					"orderId": 6
				}
			]
		},
		{
			"validFrom": "2022-01-01T00:00:00Z",
			"groupId": 3,
			"taxCategories": [
				{
					"name": "ECAL",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 10,
							"label": "F"
						}
					],
					"orderId": 5
				},
				{
					"name": "PB",
					"categoryType": 2,
					"taxRates": [
						{
							"rate": 0.1,
							"label": "P"
						}
					],
					"orderId": 6
				},
				{
					"name": "STT",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 1,
							"label": "E"
						}
					],
					"orderId": 2
				},
				{
					"name": "VAT",
					"categoryType": 0,
					"taxRates": [
						{



							"rate": 9,
							"label": "A"
						}
					],
					"orderId": 1
				}
			]
		}
	]
}

Example for V-SDC

{
	"sdcDateTime": "2021-07-14T18:21:11.3320963+02:00",
	"supportedLanguages": [
		"en-US",
		"sr-Cyrl-RS"
	],
	"uid": "TK7SV2AY",
	"taxCoreApi": "https://api.sandbox.taxcore.dti.rs:443/",
	"currentTaxRates": {
		"validFrom": "2020-08-03T12:56:56",
		"groupId": 2,
		"taxCategories": [
			{
				"name": "ECAL",
				"categoryType": 0,
				"taxRates": [
					{
						"rate": 5,
						"label": "D"
					},
					{
						"rate": 11,
						"label": "F"
					}
				],
				"orderId": 1
			},
			{
				"name": "N-TAX",
				"categoryType": 0,
				"taxRates": [
					{
						"rate": 0,
						"label": "N"
					}
				],
				"orderId": 2
			},
			{
				"name": "PBL",
				"categoryType": 2,
				"taxRates": [
					{
						"rate": 0.5,
						"label": "P"
					}
				],
				"orderId": 3
			},
			{
				"name": "STT",



				"categoryType": 0,
				"taxRates": [
					{
						"rate": 6,
						"label": "E"
					}
				],
				"orderId": 4
			},
			{
				"name": "VAT",
				"categoryType": 0,
				"taxRates": [
					{
						"rate": 9,
						"label": "A"
					},
					{
						"rate": 0,
						"label": "B"
					}
				],
				"orderId": 5
			},
			{
				"name": "VAT-EXCL",
				"categoryType": 1,
				"taxRates": [
					{
						"rate": 0,
						"label": "C"
					}
				],
				"orderId": 6
			}
		]
	},
	"allTaxRates": [
		{
			"validFrom": "2020-08-02T21:04:00",
			"groupId": 1,
			"taxCategories": [
				{
					"name": "ECAL",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 5,
							"label": "D"
						},
						{
							"rate": 11,
							"label": "F"
						}
					],
					"orderId": 1
				},
				{
					"name": "N-TAX",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 0,
							"label": "N"
						}
					],



					"orderId": 2
				},
				{
					"name": "PBL",
					"categoryType": 2,
					"taxRates": [
						{
							"rate": 0.2,
							"label": "P"
						}
					],
					"orderId": 3
				},
				{
					"name": "STT",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 6,
							"label": "E"
						}
					],
					"orderId": 4
				},
				{
					"name": "VAT",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 9,
							"label": "A"
						},
						{
							"rate": 0,
							"label": "B"
						}
					],
					"orderId": 5
				},
				{
					"name": "VAT-EXCL",
					"categoryType": 1,
					"taxRates": [
						{
							"rate": 0,
							"label": "C"
						}
					],
					"orderId": 6
				}
			]
		},
		{
			"validFrom": "2022-01-01T00:00:00Z",
			"groupId": 3,
			"taxCategories": [
				{
					"name": "ECAL",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 10,
							"label": "F"
						}
					],
					"orderId": 5



				},
				{
					"name": "PB",
					"categoryType": 2,
					"taxRates": [
						{
							"rate": 0.1,
							"label": "P"
						}
					],
					"orderId": 6
				},
				{
					"name": "STT",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 1,
							"label": "E"
						}
					],
					"orderId": 2
				},
				{
					"name": "VAT",
					"categoryType": 0,
					"taxRates": [
						{
							"rate": 9,
							"label": "A"
						}
					],
					"orderId": 1
				}
			]
		}
	]
}

Verify PIN
This service is used to verify a PIN entered by a cashier on a POS. Once the PIN is entered, it is validated using the
Secure element on a smart card. The request is sent as plain text and the response is plain text (still
application/json HTTP header must be provided).

If the command is successfully executed and the PIN is correct, E-SDC shall return "0100" and remember this PIN
in its volatile memory (RAM) for all subsequent operations, until the smart card is removed from the reader or the
E-SDC is switched off. Therefore there is no need for POS to send a PIN before every operation, only once it
receives the response "0100".

However, if POS receives the error code "1500" during its regular operation, it must use this service again to
provide a valid PIN (ask the user for the PIN or other way as per the POS internal policy). This case can be due to a
card being removed, a card reader or E-SDC malfunctioning, etc.

In order to verify PIN, E-SDC invokes Pin Verify APDU command and passes PIN to the Secure element.

/help/help/view/1596964304/Fiscalization


Endpoint

SDC Endpoint Example

V-SDC N/A N/A

E-SDC http://<ESDC_ip_address>:<ESDC_port>/api/v3/pinhttp://192.168.88.112:8888/api/v3/pin

Method
POST

Header
Add following HTTP headers to each request

Accept: application/json•
Content-Type: application/json•

Authentication

V-SDC

N/A

E-SDC

E-SDC does not require client authentication.

Request
String with PIN code sent from POS. PIN can contain only 4 ASCII digits 0-9.

Example

1234

Response Data



A string representation of one of the general Status and Error Codes:

"0100" - command executed successfully and PIN is correct for the inserted card;•
"2100" - PIN code is wrong for the inserted card. Secure element responded with 0x6302 or 0x6303;•
"2110" - The number of allowed PIN entries exceeded. The card is locked for further use and has to be
returned to Tax Office. Secure element responded with 0x6310;

•

"1300" - E-SDC detects that the smart card is not inserted (or E-SDC fails to connect to it due to card or
card reader issues or some other internal malfunction);

•

"2220" - E-SDC cannot connect to the Secure Element applet;•
"2210" - Secure Element is locked due to the card limit set by the Tax Service. No additional invoices can
be signed before the audit (local or remote) is completed;

•

"2230" - Secure Element does not support requested protocol version (reserved for later use);•
"2400" - SDC device is not fully configured for invoice signing (i.e. tax rates or verification URL are missing
etc.)

•

"2806" - If provided PIN is in invalid format, other than ASCII digits 0-9.•
"1999" - E-SDC could not verify PIN, but specific case reason is not determined by error codes. Field
message may contain more description. Manufacturer can use manufacturer-specific codes to describe
warning in more details.

•

For more information consult Status and Error Codes sections.

Example

"0100"

Create Invoice
This section contains the description of the Create Invoice command.

This command enables applying a digital signature on the transaction data received from the taxpayer's invoicing
system. It provides non-repudiation of the signed invoice, i.e. taxpayers cannot deny the content of the invoice or
the fact that the invoice was signed using their secure element.

Endpoints

NOTE:
Development, testing, and technical review are all done in the Sandbox environment. The next step is the
administrative review process, which enables getting accreditation for a specific country. Different countries
have different environment names, and every environment has its own URL. See Environments.

SDC Endpoint Example

/help/help/view/1846128515/Status-and-Error-Codes
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V-SDC <V-
SDC_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/invoices

[[_TaxCore.PublicConfiguration.VSDCApiUrl_]]/api/v3/invoices

E-SDC http://<ESDC_ip_address>:<ESDC_port>/api/v3/invoiceshttp://192.168.88.112:8888/api/v3/invoices

Method
POST

Authentication

V-SDC

Use the client digital certificate for authentication with each request to V-SDC.Api.

E-SDC

E-SDC does not require client authentication.

Request

Headers

Add the following HTTP headers to each request

Accept: application/json•
Content-Type: application/json•
RequestId: <RequestId_value> (Unique identifier of the request, generated by the POS system. It is
used only for later request search, in case a response was not received. - optional). MaxLength: 32

•

Accept-Language: <Accept-Language_value> (The list of one or more languages returned
through the field supportedLanguages in the Get Status service response, ordered in POS language
preference and separated by semi-colon. This affects the language and data formats on the invoice
journal.)

SDC returns Invoice Result in the first supported language from the listo
if none of the languages from the list are supported by SDC, it returns HTTP status code 406o
if POS does not submit this parameter, SDC returns Invoice Result in the first language from the
list obtained through the Get Status service

o

•

PAC: <PAC_value> (PAC value for the provided client authentication certificate - only for V-SDC)•

Invoice

/help/help/view/1636340390/Accessing-V%2DSDC-API
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Field Optional/Mandatory Description Min/Max Length or
Value

dateAndTimeOfIssue Optional Current Local Date and
Time in ISO 8601
format. This is an
optional element on the
API level. However, tax
legislation in certain
jurisdictions might
mandate including it on
invoices - so make sure
you become
familiarized with the
requirements in each
jurisdiction.

MinValue: 1900-01-
01T00:00:01Z

MaxValue: 9999-12-
31T23:59:59Z

invoiceType Mandatory Invoice Type
enumeration value: 0 -
Normal, 1 - Proforma, 2
- Copy, 3 - Training, 4 -
Advance

/

transactionType Mandatory Transaction Type
enumeration value: 0 -
Sale, 1 - Refund

/

payment Mandatory List of payments for the
invoice, where each
payment defines its
method and amount.
Each invoice must
contain at least one
payment element.

In cases when the
cashier needs to
give change to the
customer, the
amount submitted
in the payment
field must be the
actual amount
that stays in the
cash register (not
the total amount
that was given by
the customer to the
cashier).

/



cashier Optional Cashier’s identification.

The Cashier field is
mandatory for the
Fiji, Samoa, and
Vanuatu tax
jurisdictions.

Unicode MaxLength: 50

buyerId Optional Unique identification of
the buyer/customer. It
is mandatory only if
there is a legal
obligation for buyer
identification (in both
B2C and B2B
transactions); otherwise,
it's optional.

Unicode MaxLength: 20

buyerCostCenterId Optional Cost Center ID provided
by the buyer to the
cashier or an
identification of the
invoice purpose. It is
mandatory only if
there is a legal
obligation for invoice
purpose identification
(in both B2C and B2B
transactions); otherwise,
it's optional.

Unicode MaxLength: 50

invoiceNumber Optional Invoice number
generated by a POS or
the software version of
the accredited POS. This
is an optional element
on the API level.
However, tax legislation
in certain jurisdictions
might mandate
including it on invoices.
Make sure you
become familiarized
with specific
jurisdiction
requirements
regarding its use and
content.

Unicode MaxLength: 60



referentDocumentNumberMandatory for all
Copies and Refunds
and some Normal Sale
or Advance Sale
invoices

Mandatory only in case
Invoice Type is Refund,
Copy, or Advance Sale,
connected to an
Advance Sale (other
jurisdiction-specific
rules may apply). In all
cases, this field must
contain SDC Invoice
Number of the
previously issued
invoice. In any other
case, this field is
optional. Must be in the
requestedBy-
signedBy-
Ordinal_Number
format.

Unicode MaxLength: 50

referentDocumentDT Optional SDC date and time
(local date and time in
ISO 8601 format) of the
document referenced in
the
referentDocumentNumber

field. It is used to
calculate taxes on the
date of issue of the
original document that
is refunded or copied. If
it is not provided in the
request, SDC uses the
currently active tax
rates. It can be used
only when there is a
Reference Number (
referentDocumentNumber

) on the same invoice.

MinValue: 1900-01-
01T00:00:01Z

MaxValue: 9999-12-
31T23:59:59Z

items (n) Mandatory Each invoice contains at
least one item in the
Items collection (E-SDC
should support a
minimum of 250,
recommended up to
500).

/

options Optional Key/value collection
defines the output of E-
SDC invoice
fiscalization, to optimize
resources.

/

/help/help/view/1843292513/SDC-Invoice-Number


Key: omitQRCodeGen
Value: "1" to omit QR
Code generation by E-
SDC and "0" to
generate and return QR
code to POS.

E-SDC MUST NOT
submit QR code to
the tax authority as
part of an audit
package.

Key:
omitTextualRepresentation
Value: "1" to omit
generation of textual
representation by E-
SDC and "0" to
generate return textual
representation to POS.

E-SDC MUST
ALWAYS submit
the textual
representation of
an invoice (journal)
to the tax authority
as part of an audit
package.

Item

Each Item represents one line item on the invoice.

Field Optional/Mandatory Description Min/Max Length or Value

gtin Optional Global Trade Item Number
(GTIN) is an identifier for trade
items, incorporated the ISBN,
ISSN, ISMN, IAN (which includes
the European Article Number and
Japanese Article Number) and
some Universal Product Codes,
into a universal number space.

MinLength: 8

MaxLength: 14



The GTIN field is mandatory
for the Republic of Srpska
tax jurisdiction.

name Mandatory Human-readable name of the
product or service.

MaxLength: 2048

quantity Mandatory The quantity of an item, with a
maximum of 3 decimals. Example:
2 (pieces), 0.100 (grams).

MinValue: 0.001

unitPrice Mandatory Unit price of the line item. It does
not take part in tax calculation. If
there is a discount, the displayed
unit price should show the price
after the discount is applied. It
must not include the value of the
discount.

/

labels Mandatory The array of labels. Each Label
represents one of the Tax Rates
applied on the invoice item. Tax
Items are calculated based on
totalAmount and applied
labels as described in the
Calculate Taxes section. This field
is mandatory (i.e. the caller must
submit a non-empty collection)
for each item, even when the
price is 0.00.

MinLength: 1

totalAmount Mandatory Gross price for the line item -
unit price x quantity. If
there is a discount, the displayed
amount should show the
calculated price after the
discount is applied to the line
item. It must not include the
value of the discount.

MaxLength: 29

Payment

Field Optional/Mandatory Description Min/Max Length or Value

amount Mandatory Decimal amount of the payment MaxLength: 29

paymentType Mandatory Payment Type enumeration /

/help/help/view/494421103/Calculate-Taxes


value: 0 - Other, 1 - Cash, 2 -
Card, 3 - Check, 4 - Wire
Transfer, 5 - Voucher, 6 - Mobile
Money

Model

InvoiceRequest {
  dateAndTimeOfIssue (string, optional) MinValue: 1900-01-01T00:00:01Z, MaxValue: 9999-12-31T23:59:59Z,
  cashier (string) Unicode MaxLength:50,
  buyerId (string, optional) Unicode MaxLength:20,
  buyerCostCenterId (string, optional) Unicode MaxLength:50,
  invoiceType (string) = ['Normal', 'ProForma', 'Copy', 'Training', 'Advance'] (int) = [0,1,2,3,4],
  transactionType (string) = ['Sale', 'Refund'] (int) = [0,1],
  payment (Array[Payment]),
  invoiceNumber (string, optional) Unicode MaxLength:60,
  referentDocumentNumber (string, optional) Unicode MaxLength: 50,
  referentDocumentDT (string, optional) MinValue: 1900-01-01T00:00:01Z, MaxValue: 9999-12-31T23:59:59Z,
  options (inline_model, optional),
  items (Array[Item])
}
payment {
  amount (number) MaxLength:29,
  paymentType (string) = ['Other', 'Cash', 'Card', 'Check', 'WireTransfer', 'Voucher', 'MobileMoney']
}
inline_model {
omitQRCodeGen (string, optional) = ["0", "1"],
omitTextualRepresentation (string, optional) = ["0", "1"]
}
items {
  gtin (string, optional) MinLength:8 MaxLength:14,
  name (string) Unicode MaxLength:2048,
  quantity (number) Decimal(14,3) MinValue:0.001,
  labels (Array[string]) MinLength:1,
  unitPrice (number) Decimal(14,2),
  totalAmount (number) Decimal(14,2) MaxLength:29
}

Response

Headers

The following HTTP headers shall be returned in response

RequestId: <RequestId from Request HTTP Headers>•

Data Fields

Field Description

requestedBy UID of client's Secure Element digital certificate.



signedBy UID of SDC's Secure Element digital certificate.

sdcDateTime Local date and time in ISO 8601 format provided by E-SDC.

invoiceCounter Invoice Counter in format transactionTypeCounter/totalCounter
invoiceCounterExtension
For Example: 14/17NS

invoiceCounterExtension First letters of Invoice Type and Transaction Type of the invoice. NS for Normal
Sale, CR – Copy Refund, TS – Training Sale, etc.

invoiceNumber SDC Invoice Number in format requestedBy-signedBy-totalCounter

verificationUrl VerificationURL generated in the Create Verification URL process

verificationQRCode Base64 encoded byte array of GIF image created in the Create QR Code
process

journal Textual Representation of the invoice created in the Create a Textual
Representation of an Invoice (Receipt) process

totalCounter Total number of invoices signed by Secure Element. Returned by Sign Invoice
APDU command

transactionTypeCounter Total number of invoices for a requested type. Returned by Sign Invoice APDU
command

totalAmount Sum of all Items – total payable by the customer

encryptedInternalData Base64 encoded byte array returned by Sign Invoice APDU command

signature Base64 encoded byte array returned by Sign Invoice APDU command

taxItems Array of TaxItem entities

businessName Taxpayer Business Name obtained from digital certificate subject field O, as
explained here

locationName Location Name obtained from digital certificate subject field OU, as explained
here

address Street address obtained from digital certificate subject field STREET, as
explained here

tin Taxpayer's tax identification number obtained taxpayer's digital certificate, as
explained here

/help/help/view/1083812087/Extracting-Taxpayer-Information-from-Digital-Certificate
/help/help/view/1083812087/Extracting-Taxpayer-Information-from-Digital-Certificate
/help/help/view/1083812087/Extracting-Taxpayer-Information-from-Digital-Certificate


district District obtained from digital certificate subject field S, as explained here

taxGroupRevision Revision of taxes used in the calculation

mrc Manufacturer Registration Code is mandatory for an audit package sent to the
tax authority database, but it's optional for invoice response sent to POS. It
always has the format ProductCode-ProductVersionCode-
DeviceSerialNumber - all 3 elements of MRC are mandatory.
Explanation: ProductCode - unique 4 characters received from the tax
authority during accreditation - case sensitive. ProductVersionCode - unique
4 characters received from the tax authority during accreditation - case
sensitive. DeviceSerialNumber - serial number assigned by the manufacturer
for each E-SDC installation - case sensitive (max 32 characters).

messages (optional) Custom human-readable message that shall be printed or displayed by POS.

TaxItem

TaxItem represents tax liability on the invoice per one tax category.

Field Description

label Tax Label (A, F, G, N, P…)

categoryName Tax Category Name (e.g. VAT, Consumption)

categoryType Tax Category Type (0 - Tax on net, 1 - Tax on total, 2 - Amount per quantity)

rate Tax rate percentage for Label (i.e. 12.50%)

amount Tax amount calculated by E-SDC during invoice fiscalization

Model

InvoiceResult {
requestedBy (string, optional),
sdcDateTime (string),
invoiceCounter (string, read only),
invoiceCounterExtension (string, optional),
invoiceNumber (string, read only),
taxItems (Array[TaxItem], optional),
verificationUrl (string, optional),
verificationQRCode (string, optional),
journal (string, optional),
messages (string, optional),
signedBy (string),
encryptedInternalData (string),

/help/help/view/1083812087/Extracting-Taxpayer-Identification-Number-(TIN)-from-Digital-Certificate
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signature (string, optional),
totalCounter (integer, optional),
transactionTypeCounter (integer, optional),
totalAmount (number, optional) MaxLength:29,
taxGroupRevision (integer, optional),
businessName (string, optional),
tin (string, optional),
locationName (string, optional),
address (string, optional),
district (string, optional),
mrc (string, optional)
}
TaxItem {
categoryType (integer, optional),
label (string),
amount (number) MaxLength: 29,
rate (number),
categoryName (string)
}

Examples
Below are examples of invoice requests and responses for all supported invoice and transaction types:

Mapping
In case the POS does not use Journal (generated by E-SDC or V-SDC) as a content for a fiscal receipt, but
it generates a custom-designed receipt instead, it must use the following element mappings:

1.

Normal Sale
This is an example of Normal Sale Invoice

2.

Normal Refund
This is an example of Normal Refund

3.

Advance Sale
This is an example of Advance Sale Invoice

4.

Advance Refund
This is an example of Advance Refund.

5.

Copy Sale
This is an example of Copy Sale

6.

Copy Refund
7.

/help/help/view/1899481677/Mapping
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This is an example of Copy Refund

Proforma Sale
This is an example of Proforma Sale

8.

Proforma Refund
This is an example of Proforma Refund

9.

Training Sale
This is an example of Training Sale

10.

Training Refund
This is an example of Training Refund

11.

Mapping
In case the POS does not use Journal (generated by E-SDC or V-SDC) as a content for a fiscal receipt, but it
generates a custom-designed receipt instead, it must use the following element mappings:

Invoice request

/help/help/view/1899481677/Copy-Refund
/help/help/view/1899481677/Proforma-Sale
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Invoice response



Normal Sale
This is an example of Normal Sale Invoice

Request

Header

RequestId: 4c5730b50eb7b50e7a0292600a67ce16

Body

{
  "dateAndTimeOfIssue": "2020-12-08T08:55:23.286Z",
  "cashier": "123456789",
  "buyerId": "RS34564565",
  "buyerCostCenterId": "567546",
  "invoiceType": "Normal",
  "transactionType": "Sale",
  "payment": [
    {
      "amount": 68.46,
      "paymentType": "Cash"
    }
  ],



  "invoiceNumber": "POS2017/998",
  "referentDocumentNumber": "",
  "options": {
    "omitQRCodeGen" : "1" ,
    "omitTextualRepresentation" : "0"
  },
  "items": [
    {      
      "name": "Sport-100 Helmet, Blue",
      "quantity": 2,
      "unitPrice": 34.23,
      "labels": [
        "A"
      ],
      "totalAmount": 68.46
    }
  ]
}

Response

Header

RequestId: 4c5730b50eb7b50e7a0292600a67ce16

Body

{
  "requestedBy": "WHKV8WJH",
  "sdcDateTime": "2020-12-09T01:51:43.1847161+12:00",
  "invoiceCounter": "6/16NS",
  "invoiceCounterExtension": "NS",
  "invoiceNumber": "WHKV8WJH-GFB38TO0-16",
  "taxItems": [
    {
      "categoryType": 0,
      "label": "A",
      "amount": 5.6527,
      "rate": 9,
      "categoryName": "VAT"
    }
  ],
  "verificationUrl": "https://frontendui.test.taxcore.dti.rs/v/?vl=AldIS1Y4V0pIR0ZCMzhUTzAQAAAABgAAADhyCgAAAAAAAAABdkKfRlAAAABqij704IyBt75rU5DJ4m3jgOpsTwrIGH1%2BPj2xpA2vddwxGAfP4gTWhqCZ5upW5yMziBUIa%2FzbVUhbtAHDeevopB2Spjgn5lOr97ZXWzG7Jai8G%2B%2Fu74X248lKY5%2BYJ4ABtFEhCaQNgN4QXU%2FU2DpLsuyjOiaz8AoZFLaReEBiZFiMWrtUtZtTioQn7pQB6u%2FH2bYWaTGXq5sJO7vRLK9r99YIyvweCgPLmnmOuzz363mA3TlPX%2Bov49x869TIC%2BACsqCW5SzLZax0nlNBheSNXD7vw03p7K%2BgBs31NsrBwBx4DdEAN3YMq2%2F6db2j9tiu6Vkf09WMxIsBtXIyVP6kYE6eOSCgZaz%2FeCVzeLQHvD02zWBBEOxFnQhFRiY1jNmaEbHi%2B7j91O%2FvXd47ui6qvKtYp%2BpahbbRZULW9kmqxyxbIzxhdNxH1tOPFKx8A5smljVvc1Hn8Iu6bt2IRnEespnmjha81okRxs1V2eTIcw%2FU3%2B9P9GC236XAVjLUrTJDiHS3RB58tyWgyBi10TI7p8xKfcN7JH%2B%2FJ%2FyiM6%2Bn9UCzMcwyMddwTcun%2BTofbN747so2onz2ZADSRoYjfaEWgzI7GwrjrEx6YwGba4HtzwP4aqH8DWIdiuI6ziC4jnvZN8jvwK9JNBmz9YA1c6%2BmlloiXxvhBcGlCYRwb16oLg%3D%3D",
  "verificationQRCode": null,
  "journal": "============ FISCAL INVOICE ============\r\n
TIN:                            HIHKLIKJ\r\n
Company:               Fiskalizacija doo\r\n
Store:                 Fiskalizacija doo\r\n
Address:          Milinka Milinkovica 44\r\n
District:                          Vinca\r\n
Cashier TIN:                   123456789\r\n
POS Number:                  POS2017/998\r\n
POS Time:            08/12/2020 08:55:23\r\n
--------------NORMAL SALE---------------\r\n
Items\r\n
========================================\r\n
Name    Price        Qty.          Total\r\n
Sport-100 Helmet, Blue (A)              \r\n
        34.23          2           68.46\r\n



----------------------------------------\r\n
Total Purchase:                    68.46\r\n
----------------------------------------\r\n
Cash:                              68.46\r\n
========================================\r\n
Label        Name     Rate           Tax\r\n
A             VAT    9.00%          5.65\r\n
----------------------------------------\r\n
Total Tax:                          5.65\r\n
========================================\r\n
SDC Time:            09/12/2020 01:51:43\r\n
SDC Invoice No:     WHKV8WJH-GFB38TO0-16\r\n
Invoice Counter:                  6/16NS\r\n
========================================\r\n
======== END OF FISCAL INVOICE =========\r\n",
  "messages": "Success",
  "signedBy": "GFB38TO0",
  "encryptedInternalData": "aoo+9OCMgbe+a1OQyeJt44DqbE8KyBh9fj49saQNr3XcMRgHz+IE1oagmebqVucjM4gVCGv821VIW7QBw3nr6KQdkqY4J+ZTq/e2V1sxuyWovBvv7u+F9uPJSmOfmCeAAbRRIQmkDYDeEF1P1Ng6S7Lsozoms/AKGRS2kXhAYmRYjFq7VLWbU4qEJ+6UAervx9m2Fmkxl6ubCTu70Syva/fWCMr8HgoDy5p5jrs89+t5gN05T1/qL+PcfOvUyAvgArKgluUsy2WsdJ5TQYXkjVw+78NN6eyvoAbN9TbKwcAceA3RADd2DKtv+nW9o/bYrulZH9PVjMSLAbVyMlT+pA==",
  "signature": "YE6eOSCgZaz/eCVzeLQHvD02zWBBEOxFnQhFRiY1jNmaEbHi+7j91O/vXd47ui6qvKtYp+pahbbRZULW9kmqxyxbIzxhdNxH1tOPFKx8A5smljVvc1Hn8Iu6bt2IRnEespnmjha81okRxs1V2eTIcw/U3+9P9GC236XAVjLUrTJDiHS3RB58tyWgyBi10TI7p8xKfcN7JH+/J/yiM6+n9UCzMcwyMddwTcun+TofbN747so2onz2ZADSRoYjfaEWgzI7GwrjrEx6YwGba4HtzwP4aqH8DWIdiuI6ziC4jnvZN8jvwK9JNBmz9YA1c6+mlloiXxvhBcGlCYRwb16oLg==",
  "totalCounter": 16,
  "transactionTypeCounter": 6,
  "totalAmount": 68.46,
  "taxGroupRevision": 2,
  "businessName": "Shtelovanje doo",
  "tin": "HIHKLIKJ",
  "locationName": "Shtelovanje doo",
  "address": "Milinka Milinkovica 44",
  "address": "Vinca",
  "mrc": "0099-0100-GFB38TO0"
}

Normal Refund
This is an example of Normal Refund

Request

Header

RequestId: 4feb64edffca4ccdb19b9c44214a4c66

Body

{
  "dateAndTimeOfIssue": "2020-12-08T08:55:23.286Z",
  "cashier": "123456789",
  "buyerId": "RS34564565",
  "buyerCostCenterId": "567546",
  "invoiceType": "Normal",
  "transactionType": "Refund",
  "payment": [
    {
      "amount": 68.46,
      "paymentType": "Cash"



    }
  ],
  "invoiceNumber": "POS2017/998",
  "referentDocumentNumber": "YTSS6KKG-HJHR9EO0-305",
"referentDocumentDT": "2021-07-15T15:57:49.7423334+02:00",
  "options": {
    "omitQRCodeGen" : "1" ,
    "omitTextualRepresentation" : "0"
  },
  "items": [
    {      
      "name": "Sport-100 Helmet, Blue",
      "quantity": 2,
      "unitPrice": 34.23,
      "labels": [
        "A"
      ],
      "totalAmount": 68.46
    }
  ]
}

Response

Header

RequestId: 4feb64edffca4ccdb19b9c44214a4c66

Body

{
  "requestedBy": "YTSS6KKG",
  "sdcDateTime": "2021-07-15T16:20:55.6856444+02:00",
  "invoiceCounter": "30/319NR",
  "invoiceCounterExtension": "NR",
  "invoiceNumber": "YTSS6KKG-HJHR9EO0-319",
  "taxItems": [
    {
      "categoryType": 0,
      "label": "A",
      "amount": 5.6527,
      "rate": 9,
      "categoryName": "VAT"
    }
  ],
  "verificationUrl": "https://ft8.test.taxcore.dti.rs/v/?vl=AllUU1M2S0tHSEpIUjlFTzA%2FAQAAHgAAADhyCgAAAAAAAAABeqqKuAUAAQpSUzM0NTY0NTY1C6LKBVy3PlWQeDOEPJFcvl1xbpbxR8r6Rw%2Fo%2FkkU%2FPI54u2NYvPlXSfRad%2BkuAOX3BbuaiB%2Fu8p0kF%2B09QJXMy7CoH12pFVdyoKcwQYWfMACpxD0KEp5veRVgXVYenjtPO2oX16Xat4v5j1tgU9zx5yGs5P2M6pL8VW3mDk0Cp%2FE3ApLuiTzw9DG5yo9z6fMn7qNww17KvDnESrnj83bIcXLTFQbC4YbwwnT1hx9ewZ%2ButQLvB4ZFB6ybWCWF%2BnbEnJ1OhmLEMMpiPVdhJ1Tu%2B01nYj2UiqJ3IvarfYBmONQuTdxf4swQz92RNb0uImyhAG3UEGQlag6ExJKAr3LgDbecUlrXw9SybqKYfqnfZATjRvLhMbehZloA7bzI69g8mocZ%2FmX1wWjICXkgx%2FfQYGbGOJfQ0TG%2Fp6SuUv9MaFhJCPpASwCFWlJvkUOwAc%2B7TbtS86iebqbVSs2e1t9jZMK%2BJOmO5ZBeRCKwrcm8La213v6JjKnMEGKYEVpANHYpcRLao1buRbB7DW%2FmW1rlN%2BwNlaMyWnhgx5pE2%2BK1590hHHTulw06mD8T43QLMNq6YYUELuSoNMO1jjjaWBjmMVdy0QW1Gw8ZbH%2B2kf8VZNmmI9Avumfh%2FPGJXv5bixPjBj7szfxMzYZjW8Vct5kDOrnQbo4hnMZqMskRDwPsDdST2RtK87byrdV%2B5b7VbpH",
  "verificationQRCode": null,
  "journal": "============ FISCAL INVOICE ============\r\n
TIN:                         RS543456345\r\n
Company:                     PKBB Livada\r\n
Store:                       PKBB Livada\r\n
Address:              Leskovacki drum bb\r\n
District:                        Lestane\r\n
Cashier TIN:                   123456789\r\n
Buyer TIN:                    RS34564565\r\n
Buyers Cost Center:               567546\r\n
POS Number:                  POS2017/998\r\n
POS Time:            08/12/2020 08:55:23\r\n
Ref No:            YTSS6KKG-HJHR9EO0-305\r\n



Ref DT:              15/07/2021 15:57:49\r\n
-------------NORMAL REFUND--------------\r\n
Items\r\n
========================================\r\n
Name    Price        Qty.          Total\r\n
Sport-100 Helmet, Blue (A)              \r\n
        34.23          2          -68.46\r\n
----------------------------------------\r\n
Total Refund:                      68.46\r\n
----------------------------------------\r\n
Cash:                              68.46\r\n
========================================\r\n
Label        Name     Rate           Tax\r\n
A             VAT    9.00%          5.65\r\n
----------------------------------------\r\n
Total Tax:                          5.65\r\n
========================================\r\n
SDC Time:            15/07/2021 16:20:55\r\n
SDC Invoice No:    YTSS6KKG-HJHR9EO0-319\r\n
Invoice Counter:                30/319NR\r\n
========================================\r\n
======== END OF FISCAL INVOICE =========\r\n",
  "messages": "Success",
  "signedBy": "HJHR9EO0",
  "encryptedInternalData": "C6LKBVy3PlWQeDOEPJFcvl1xbpbxR8r6Rw/o/kkU/PI54u2NYvPlXSfRad+kuAOX3BbuaiB/u8p0kF+09QJXMy7CoH12pFVdyoKcwQYWfMACpxD0KEp5veRVgXVYenjtPO2oX16Xat4v5j1tgU9zx5yGs5P2M6pL8VW3mDk0Cp/E3ApLuiTzw9DG5yo9z6fMn7qNww17KvDnESrnj83bIcXLTFQbC4YbwwnT1hx9ewZ+utQLvB4ZFB6ybWCWF+nbEnJ1OhmLEMMpiPVdhJ1Tu+01nYj2UiqJ3IvarfYBmONQuTdxf4swQz92RNb0uImyhAG3UEGQlag6ExJKAr3LgA==",
  "signature": "Nt5xSWtfD1LJuoph+qd9kBONG8uExt6FmWgDtvMjr2Dyahxn+ZfXBaMgJeSDH99BgZsY4l9DRMb+npK5S/0xoWEkI+kBLAIVaUm+RQ7ABz7tNu1LzqJ5uptVKzZ7W32Nkwr4k6Y7lkF5EIrCtybwtrbXe/omMqcwQYpgRWkA0dilxEtqjVu5FsHsNb+ZbWuU37A2VozJaeGDHmkTb4rXn3SEcdO6XDTqYPxPjdAsw2rphhQQu5Kg0w7WOONpYGOYxV3LRBbUbDxlsf7aR/xVk2aYj0C+6Z+H88Yle/luLE+MGPuzN/EzNhmNbxVy3mQM6udBujiGcxmoyyREPA+wNw==",
  "totalCounter": 319,
  "transactionTypeCounter": 30,
  "totalAmount": 68.46,
  "taxGroupRevision": 3,
  "businessName": "PKBB Livada",
  "tin": "RS543456345",
  "locationName": "PKBB Livada",
  "address": "Leskovacki drum bb",
  "district": "Lestane",
  "mrc": "0099-3000-HJHR9EO0"
}

Advance Sale
This is an example of Advance Sale Invoice

Request

Header

RequestId: 8b795cf980c54f1ca7b40d9f5fe5fda3

Body

{
 "Cashier": "Software QA Engineer",
 "buyerId": "DT12345",
 "BuyerCostCenterId": "Data Tech",



 "InvoiceNumber": "07-2021-3",
 "DateAndTimeOfIssue": "2021-09-03T21:44:59",
 "ReferentDocumentNumber" : "",
 "referentDocumentDT" : "",
 "invoiceType": "Advance",
 "transactionType": "Sale",
 "payment": [
        {
            "amount": 5,
            "paymentType": "Card"
        },
        {
            "amount": 20,
            "paymentType": "Cash"
        }
    ],
 "Options": {
     "omitTextualRepresentation": 0,
     "omitQRCodeGen": 1
     },
 "Items": [
     {
     "GTIN": "987654321",
     "Name": "Mate 20 Lite",
     "Quantity": 2,
     "Labels": ["A","B"],
     "UnitPrice": 10,
     "TotalAmount": 20
     },
    {
     "GTIN": "987654321",
     "Name": "Credit",
     "Quantity": 1,
     "Labels": ["A"],
     "UnitPrice": 5,
     "TotalAmount": 5
   }
 ]
}

Response

Header

RequestId: 4c5730b50eb7b50e7a0292600a67ce16

Body

{
    "requestedBy": "BQVWAAR4",
    "sdcDateTime": "2021-09-03T21:45:48.5070512+02:00",
    "invoiceCounter": "3/30AS",
    "invoiceCounterExtension": "AS",
    "invoiceNumber": "BQVWAAR4-BQVWAAR4-30",
    "taxItems": [
        {
            "categoryType": 0,
            "label": "A",



            "amount": 2.0642,
            "rate": 9.00,
            "categoryName": "VAT"
        },
        {
            "categoryType": 0,
            "label": "B",
            "amount": 0.0000,
            "rate": 0.00,
            "categoryName": "VAT"
        }
    ],
    "verificationUrl": "https://ft8.test.taxcore.dti.rs/v/?vl=A0JRVldBQVI0QlFWV0FBUjQeAAAAAwAAAJDQAwAAAAAAAAABe60yH9sEAAdEVDEyMzQ1Q%2FI4fZy0VicsCVoRN0kt7j3V4NkgDtc%2FL4okDB96nP0l27oOHPiPDgRNjwKdRflGcXrmL7LoIHzG6zMmGJvH1NRgNzWjHqWqyC1SZXhY%2Bg3Bn623lVgJgzmPYiL7D7OuLsIL5vU1vNuuEu620RSv%2FFgl8Ix7PYA3CEkitj8chhixY758EVwlC50FrG1ieWfFHVJgG0zA%2B9qFIUnPlLhLVCz0fsEO5kuVIPrCXuxPAtp%2BBP7Xn4645tHchYYraEoOtAO3p%2BB74MwvYP9oDG7BDP9PgrnI8s4E0f7XbsDuItehidZJ5uBLrbfGVdCpaoQnbjpuNVx1bktv9SvbOaL3hVDDRPSyoJ%2BAZ%2BkdBw5TVXkQ9hPhPUcuLPgP3rMWwykglwcZb9Cwrifjh1y4aa28kysfTfIeCQto4AkymTyCEqa3rHSuzQZP9X6lHU6E5xyozNnTHp2ZrUyQJUoZMGo97osBrn1qRHm0%2FFJY7AeVeXDsm0Cb2gmtg9jki0bzCEfKLMHnUTCjc9C1wlRxyLHwWNPGD6fVIyjI%2FoppfjDKddT9523zsbDwZ5u57RlSnBo3ju89bh4P7cabhrd%2BTY7YVT%2FPgep8fVcb6n0LQI%2B2qaRUf0X83q5Onkbg%2BLJRmXHtubbCOy53I9aI3v8zwtbvoYoiBD5OASB4dGrUFHUs7HDnKyrESkDpOClgQcuWz4K4",
    "verificationQRCode": "",
    "journal": "============ FISCAL INVOICE ============\r\n
TIN:                            RS654321\r\n
Company:              Premier League DTI\r\n
Store:                Premier League DTI\r\n
Address:                    Kruzni put 7\r\n
District:                        Lestane\r\n
Cashier TIN:        Software QA Engineer\r\n
Buyer TIN:                       DT12345\r\n
Buyers Cost Center:            Data Tech\r\n
POS Number:                    07-2021-3\r\n
POS Time:            03/09/2021 21:44:59\r\n
--------------ADVANCE SALE--------------\r\n
Items\r\n
========================================\r\n
Name    Price        Qty.          Total\r\n
Mate 20 Lite (A, B)                     \r\n
        10.00          2           20.00\r\n
Credit (A)                              \r\n
         5.00          1            5.00\r\n
----------------------------------------\r\n
Total Purchase:                    25.00\r\n
Card:                               5.00\r\n
Cash:                              20.00\r\n
========================================\r\n
Label        Name     Rate           Tax\r\n
A             VAT    9.00%          2.06\r\n
B             VAT    0.00%          0.00\r\n
----------------------------------------\r\n
Total Tax:                          2.06\r\n
========================================\r\n
SDC Time:            03/09/2021 21:45:48\r\n
SDC Invoice No:     BQVWAAR4-BQVWAAR4-30\r\n
Invoice Counter:                  3/30AS\r\n
========================================\r\n
======== END OF FISCAL INVOICE =========\r\n",
    "messages": "Success",
    "signedBy": "BQVWAAR4",
    "encryptedInternalData": "Q/I4fZy0VicsCVoRN0kt7j3V4NkgDtc/L4okDB96nP0l27oOHPiPDgRNjwKdRflGcXrmL7LoIHzG6zMmGJvH1NRgNzWjHqWqyC1SZXhY+g3Bn623lVgJgzmPYiL7D7OuLsIL5vU1vNuuEu620RSv/Fgl8Ix7PYA3CEkitj8chhixY758EVwlC50FrG1ieWfFHVJgG0zA+9qFIUnPlLhLVCz0fsEO5kuVIPrCXuxPAtp+BP7Xn4645tHchYYraEoOtAO3p+B74MwvYP9oDG7BDP9PgrnI8s4E0f7XbsDuItehidZJ5uBLrbfGVdCpaoQnbjpuNVx1bktv9SvbOaL3hQ==",
    "signature": "UMNE9LKgn4Bn6R0HDlNVeRD2E+E9Ry4s+A/esxbDKSCXBxlv0LCuJ+OHXLhprbyTKx9N8h4JC2jgCTKZPIISpresdK7NBk/1fqUdToTnHKjM2dMenZmtTJAlShkwaj3uiwGufWpEebT8UljsB5V5cOybQJvaCa2D2OSLRvMIR8oswedRMKNz0LXCVHHIsfBY08YPp9UjKMj+iml+MMp11P3nbfOxsPBnm7ntGVKcGjeO7z1uHg/txpuGt35NjthVP8+B6nx9VxvqfQtAj7appFR/Rfzerk6eRuD4slGZce25tsI7Lncj1oje/zPC1u+hiiIEPk4BIHh0atQUdSzscA==",
    "totalCounter": 30,
    "transactionTypeCounter": 3,
    "totalAmount": 25.0,
    "taxGroupRevision": 5,
    "businessName": "Premier League DTI",
    "tin": "RS654321",
    "locationName": "Premier League DTI",
    "address": "Kruzni put 7",
    "district": "Lestane",
    "mrc": "0001-1002-BQVWAAR4"
}



Advance Refund
This is an example of Advance Refund.

Request

Header

RequestId: 80b0ea559aff4058a030dc5c8ca01f31

Body

{
 "Cashier": "Software QA Engineer",
 "buyerId": "DT12345",
 "BuyerCostCenterId": "Data Tech",
 "InvoiceNumber": "07-2021-3",
 "DateAndTimeOfIssue": "2021-09-03T21:44:59",
 "ReferentDocumentNumber" : "BQVWAAR4-BQVWAAR4-30",
 "referentDocumentDT" : "2021-09-03T21:45:48",
 "invoiceType": "Advance",
 "transactionType": "Refund",
 "payment": [
        {
            "amount": 5,
            "paymentType": "Card"
        },
        {
            "amount": 20,
            "paymentType": "Cash"
        }
    ],
 "Options": {
     "omitTextualRepresentation": 0,
     "omitQRCodeGen": 1
     },
 "Items": [
     {
     "GTIN": "987654321",
     "Name": "Mate 20 Lite",
     "Quantity": 2,
     "Labels": ["A","B"],
     "UnitPrice": 10,
     "TotalAmount": 20
     },
    {
     "GTIN": "987654321",
     "Name": "Credit",
     "Quantity": 1,
     "Labels": ["A"],
     "UnitPrice": 5,
     "TotalAmount": 5
   }
 ]
}



Response

Header

RequestId: 4c5730b50eb7b50e7a0292600a67ce16

Body

{
    "requestedBy": "BQVWAAR4",
    "sdcDateTime": "2021-09-03T21:48:27.3129874+02:00",
    "invoiceCounter": "2/31AR",
    "invoiceCounterExtension": "AR",
    "invoiceNumber": "BQVWAAR4-BQVWAAR4-31",
    "taxItems": [
        {
            "categoryType": 0,
            "label": "A",
            "amount": 2.0642,
            "rate": 9.00,
            "categoryName": "VAT"
        },
        {
            "categoryType": 0,
            "label": "B",
            "amount": 0.0000,
            "rate": 0.00,
            "categoryName": "VAT"
        }
    ],
    "verificationUrl": "https://ft8.test.taxcore.dti.rs/v/?vl=A0JRVldBQVI0QlFWV0FBUjQfAAAAAgAAAJDQAwAAAAAAAAABe600jDAEAQdEVDEyMzQ1DSx6K4%2FkXJ576hf4xUvtNgIb28%2BQ%2FYja72U6IaNmYN9UlDZ9BaP%2FS0U7cRv78C%2B%2F5be1s82eEIpuvFaNBUqdgsRb56ZuPt0vNSe28ksZqKMu0YcrmJ1oqlD4gW5O6P5nTEcC%2Bjj6kalnkU0cYGqHACjBvCFvJsXLlWX%2FOZ9bY4l3k40vNlpsnVKoMng8%2BpUutWOKRckxcjSLLVsKxiIkayrRYt%2Fc1AWyDYKVQGz%2B88PEWqyws9QCf%2B%2B8HAv4Y%2BHF3ZH8DWw98rP1rfqqUibTQ82yMwmdgXDsHwXKzBh5M8XvnJotKjBlGTPLFgho9ck%2F2A09aMQmxcSmOw6Ei2UeqmUpI0%2BVUWPb18H5PIeXMANJ9aewzzQwRy0u5FQmESds6vBQsvA71Q3DH5ylqCcyJ7zSwZO%2FI3ciwbnMgnp7B9n9n%2B6Bqah3%2B8FmI%2FtNbKumZUzUUQ2xWkcckL9T4fKjpowrQykQN2J5P0FvbFtdEaGcNDIrOi1Jn9D%2FfBKLi27EYBYKzsbV00X4JhUSZ%2FAaUTDNKRl8bGI%2BiUR0tHA08ymfYrKNA9%2FzZK4cTXL3DdTURVOVn2x3is%2BqKSFc6EQzdOPXOdpDcvLh2UpMu%2B%2BrO0y0vc7y4js9vcvhkrcePO6s2RNp6K4kvHmNhEFzZ2n23Q%2FVoPB5FLtBBXz6mBWyXTQbX9nTbWIz4B9OvMw%2Fen4C",
    "verificationQRCode": "",
    "journal": "============ FISCAL INVOICE ============\r\n
TIN:                            RS654321\r\n
Company:              Premier League DTI\r\n
Store:                Premier League DTI\r\n
Address:                    Kruzni put 7\r\n
District:                        Lestane\r\n
Cashier TIN:        Software QA Engineer\r\n
Buyer TIN:                       DT12345\r\n
Buyers Cost Center:            Data Tech\r\n
POS Number:                    07-2021-3\r\n
POS Time:            03/09/2021 21:44:59\r\n
Ref No:             BQVWAAR4-BQVWAAR4-30\r\n
Ref DT:              03/09/2021 21:45:48\r\n
-------------ADVANCE REFUND-------------\r\n
Items\r\n
========================================\r\n
Name    Price        Qty.          Total\r\n
Mate 20 Lite (A, B)                     \r\n
        10.00          2          -20.00\r\n
Credit (A)                              \r\n
         5.00          1           -5.00\r\n
----------------------------------------\r\n
Total Refund:                      25.00\r\n
Card:                               5.00\r\n
Cash:                              20.00\r\n
========================================\r\n



Label        Name     Rate           Tax\r\n
A             VAT    9.00%          2.06\r\n
B             VAT    0.00%          0.00\r\n
----------------------------------------\r\n
Total Tax:                          2.06\r\n
========================================\r\n
SDC Time:            03/09/2021 21:48:27\r\n
SDC Invoice No:     BQVWAAR4-BQVWAAR4-31\r\n
Invoice Counter:                  2/31AR\r\n
========================================\r\n
======== END OF FISCAL INVOICE =========\r\n",
    "messages": "Success",
    "signedBy": "BQVWAAR4",
    "encryptedInternalData": "DSx6K4/kXJ576hf4xUvtNgIb28+Q/Yja72U6IaNmYN9UlDZ9BaP/S0U7cRv78C+/5be1s82eEIpuvFaNBUqdgsRb56ZuPt0vNSe28ksZqKMu0YcrmJ1oqlD4gW5O6P5nTEcC+jj6kalnkU0cYGqHACjBvCFvJsXLlWX/OZ9bY4l3k40vNlpsnVKoMng8+pUutWOKRckxcjSLLVsKxiIkayrRYt/c1AWyDYKVQGz+88PEWqyws9QCf++8HAv4Y+HF3ZH8DWw98rP1rfqqUibTQ82yMwmdgXDsHwXKzBh5M8XvnJotKjBlGTPLFgho9ck/2A09aMQmxcSmOw6Ei2Ueqg==",
    "signature": "ZSkjT5VRY9vXwfk8h5cwA0n1p7DPNDBHLS7kVCYRJ2zq8FCy8DvVDcMfnKWoJzInvNLBk78jdyLBucyCensH2f2f7oGpqHf7wWYj+01sq6ZlTNRRDbFaRxyQv1Ph8qOmjCtDKRA3Ynk/QW9sW10RoZw0Mis6LUmf0P98EouLbsRgFgrOxtXTRfgmFRJn8BpRMM0pGXxsYj6JRHS0cDTzKZ9iso0D3/NkrhxNcvcN1NRFU5WfbHeKz6opIVzoRDN049c52kNy8uHZSky776s7TLS9zvLiOz29y+GStx487qzZE2noriS8eY2EQXNnafbdD9Wg8HkUu0EFfPqYFbJdNA==",
    "totalCounter": 31,
    "transactionTypeCounter": 2,
    "totalAmount": 25.0,
    "taxGroupRevision": 5,
    "businessName": "Premier League DTI",
    "tin": "RS654321",
    "locationName": "Premier League DTI",
    "address": "Kruzni put 7",
    "district": "Lestane",
    "mrc": "0001-1002-BQVWAAR4"
}

Copy Sale
This is an example of Copy Sale

Request

Header

RequestId: cf40377f2d1a4b5593f80008876dc016

Body

{
  "dateAndTimeOfIssue": "2020-12-08T08:55:23.286Z",
  "cashier": "123456789",
  "buyerId": "RS34564565",
  "buyerCostCenterId": "567546",
  "invoiceType": "Copy",
  "transactionType": "Sale",
  "payment": [
    {
      "amount": 68.46,
      "paymentType": "Cash"
    }
  ],
  "invoiceNumber": "POS2017/998",
  "referentDocumentNumber": "YTSS6KKG-HJHR9EO0-305",



"referentDocumentDT": "2021-07-15T15:57:49.7423334+02:00",
  "options": {
    "omitQRCodeGen" : "1" ,
    "omitTextualRepresentation" : "0"
  },
  "items": [
    {      
      "name": "Sport-100 Helmet, Blue",
      "quantity": 2,
      "unitPrice": 34.23,
      "labels": [
        "A"
      ],
      "totalAmount": 68.46
    }
  ]
}

Response

Header

RequestId: cf40377f2d1a4b5593f80008876dc016

Body

{
  "requestedBy": "YTSS6KKG",
  "sdcDateTime": "2021-07-15T16:03:35.173426+02:00",
  "invoiceCounter": "31/307CS",
  "invoiceCounterExtension": "CS",
  "invoiceNumber": "YTSS6KKG-HJHR9EO0-307",
  "taxItems": [
    {
      "categoryType": 0,
      "label": "A",
      "amount": 5.6527,
      "rate": 9,
      "categoryName": "VAT"
    }
  ],
  "verificationUrl": "https://ft8.test.taxcore.dti.rs/v/?vl=AllUU1M2S0tHSEpIUjlFTzAzAQAAHwAAADhyCgAAAAAAAAABeqp614UCAApSUzM0NTY0NTY1dBgBvpa%2F5YOqhOlYDcXTsMw9IAY4O%2BpggnDtEv%2FUa1pvEa6JU4LtQ%2FIakGMN3BG7y7NKOBbXNXuXn0AQylsZpOWV7Kitqh4Isng6b33qYtxRdPm%2FfSLjjRapHi8UmadQ9Av6Q9MSaThEpwg5A7yn7vQOpWWs91j%2BCnS62%2BTZWcgeIPGvWRrUXfjC%2BYATsOC5sZUAtwxuOgf8iXCEwrFdnvK906OfvbggRK7q%2FERNtkqVwayw3VIXaG%2FokKf6zgDm8mZ3xvHgHJSKnpIVUC0xI%2BMt83XG4olVib%2BCFBz2yLnpXwzNGLi0DZN8UuzEGKsparT1XV%2FDhkz721q5bCrKwTls70qs%2F03L1rBulLC91NUHb3Hze%2Bef9%2B8f0qOEh4R%2F9z23L4k%2BNfbi5x7VCI%2FVGg1%2Brhs54hKLlvxKX4gQU2B6btR6T1dQDWkic2qdttUdTgSg4rJOYla30laEmuNn2DBY01mnuNx3yVZkz6DT%2FsB36XSVQm2MVlYj8mVr2ENgtH2BJIqQ9%2BdfKoQ36KkBvOxj%2BjBftDOdsVnPY0%2BUrX0Pxws9DSSLZZTRXs4vLMPqY99ClpR%2FlZLaTtUu%2Flbnlc8vd3W3t811Srd9OC7BvqF1nsCWUMamilHB0sKSznIk%2BBgPFS%2BN%2BUhqrv4aa2Fn8Xc1iQBAsivo6MTj2czc2z24vU8qVhz%2BLpncQXmvNsji",
  "verificationQRCode": null,
  "journal": "===== THIS IS NOT A FISCAL INVOICE =====\r\n
TIN:                         RS543456345\r\n
Company:                     PKBB Livada\r\n
Store:                       PKBB Livada\r\n
Address:              Leskovacki drum bb\r\n
District:                        Lestane\r\n
Cashier TIN:                   123456789\r\n
Buyer TIN:                    RS34564565\r\n
Buyers Cost Center:               567546\r\n
POS Number:                  POS2017/998\r\n
POS Time:            08/12/2020 08:55:23\r\n
Ref No:            YTSS6KKG-HJHR9EO0-305\r\n
Ref DT:              15/07/2021 15:57:49\r\n
---------------COPY SALE----------------\r\n
Items\r\n
========================================\r\n



Name    Price        Qty.          Total\r\n
Sport-100 Helmet, Blue (A)              \r\n
        34.23          2           68.46\r\n
----------------------------------------\r\n
Total Purchase:                    68.46\r\n
----------------------------------------\r\n
Cash:                              68.46\r\n
========================================\r\n
      THIS IS NOT A FISCAL INVOICE      \r\n
========================================\r\n
Label        Name     Rate           Tax\r\n
A             VAT    9.00%          5.65\r\n
----------------------------------------\r\n
Total Tax:                          5.65\r\n
========================================\r\n
SDC Time:            15/07/2021 16:03:35\r\n
SDC Invoice No:    YTSS6KKG-HJHR9EO0-307\r\n
Invoice Counter:                31/307CS\r\n
========================================\r\n
===== THIS IS NOT A FISCAL INVOICE =====\r\n",
  "messages": "Success",
  "signedBy": "HJHR9EO0",
  "encryptedInternalData": "dBgBvpa/5YOqhOlYDcXTsMw9IAY4O+pggnDtEv/Ua1pvEa6JU4LtQ/IakGMN3BG7y7NKOBbXNXuXn0AQylsZpOWV7Kitqh4Isng6b33qYtxRdPm/fSLjjRapHi8UmadQ9Av6Q9MSaThEpwg5A7yn7vQOpWWs91j+CnS62+TZWcgeIPGvWRrUXfjC+YATsOC5sZUAtwxuOgf8iXCEwrFdnvK906OfvbggRK7q/ERNtkqVwayw3VIXaG/okKf6zgDm8mZ3xvHgHJSKnpIVUC0xI+Mt83XG4olVib+CFBz2yLnpXwzNGLi0DZN8UuzEGKsparT1XV/Dhkz721q5bCrKwQ==",
  "signature": "OWzvSqz/TcvWsG6UsL3U1QdvcfN755/37x/So4SHhH/3PbcviT419uLnHtUIj9UaDX6uGzniEouW/EpfiBBTYHpu1HpPV1ANaSJzap221R1OBKDisk5iVrfSVoSa42fYMFjTWae43HfJVmTPoNP+wHfpdJVCbYxWViPyZWvYQ2C0fYEkipD3518qhDfoqQG87GP6MF+0M52xWc9jT5StfQ/HCz0NJItllNFezi8sw+pj30KWlH+VktpO1S7+VueVzy93dbe3zXVKt304LsG+oXWewJZQxqaKUcHSwpLOciT4GA8VL435SGqu/hprYWfxdzWJAECyK+joxOPZzNzbPQ==",
  "totalCounter": 307,
  "transactionTypeCounter": 31,
  "totalAmount": 68.46,
  "taxGroupRevision": 3,
  "businessName": "PKBB Livada",
  "tin": "RS543456345",
  "locationName": "PKBB Livada",
  "address": "Leskovacki drum bb",
  "district": "Lestane",
  "mrc": "0099-3000-HJHR9EO0"
}

Copy Refund
This is an example of Copy Refund

Request

Header

RequestId: a02a9746466e46a0837990b3d5569ba3

Body

{
  "dateAndTimeOfIssue": "2020-12-08T08:55:23.286Z",
  "cashier": "123456789",
  "buyerId": "RS34564565",
  "buyerCostCenterId": "567546",
  "invoiceType": "Copy",



  "transactionType": "Refund",
  "payment": [
    {
      "amount": 68.46,
      "paymentType": "Cash"
    }
  ],
  "invoiceNumber": "POS2017/998",
  "referentDocumentNumber": "YTSS6KKG-HJHR9EO0-305",
"referentDocumentDT": "2021-07-15T15:57:49.7423334+02:00",
  "options": {
    "omitQRCodeGen" : "1" ,
    "omitTextualRepresentation" : "0"
  },
  "items": [
    {      
      "name": "Sport-100 Helmet, Blue",
      "quantity": 2,
      "unitPrice": 34.23,
      "labels": [
        "A"
      ],
      "totalAmount": 68.46
    }
  ]
}

Response

Header

RequestId: a02a9746466e46a0837990b3d5569ba3

Body

{
  "requestedBy": "YTSS6KKG",
  "sdcDateTime": "2021-07-15T16:25:49.9232384+02:00",
  "invoiceCounter": "38/390CR",
  "invoiceCounterExtension": "CR",
  "invoiceNumber": "YTSS6KKG-HJHR9EO0-390",
  "taxItems": [
    {
      "categoryType": 0,
      "label": "A",
      "amount": 5.6527,
      "rate": 9,
      "categoryName": "VAT"
    }
  ],
  "verificationUrl": "https://ft8.test.taxcore.dti.rs/v/?vl=AllUU1M2S0tHSEpIUjlFTzCGAQAAJgAAADhyCgAAAAAAAAABeqqPNWMCAQpSUzM0NTY0NTY1hsiPUq7UvtxWXCLdkmZ04o3eAqGwoeb9Agf9x0DVdADJhwWaI9IAbImZnXh9cY%2ByJieciBovWtmSgGo%2Fe1wT6GvIpciQBYoznWMQ7KGtDxabkYjiFTtO45BDs5F39wvaRtCIWKu8wmswkV7BN1cNjjSVvGSJ3gbdl0mTYvSWWnJBhL5O48B84eO3WMI0azKU%2F9KZTpzg8jkLOKP1pPBPa8uMW3EcDiFJ8jvBgu8thDIBPn6fkKauSkydJ%2BXc6Nn3Ci%2B04ebf58mJoaaxyQOUPJDC825jU9XICl9G1qaZ8%2F37TY0qPQjmwo4uTZX97lOYqyWklSj6d20hVQ2x1RrkDAMqYOthpDTBSrgqLENi1bVZNVmHlkAsLcV9ayBQg3c5kCBnd3hHuMgbN6YkFgLN6iQ%2FOBHDBgCxkhPIEv3f%2BxLI%2FgrgkF9gneO%2FHBiRtu%2BkKhPLNzjGBcLzujkuzdPYI7SDWhZhx9l99cjAIltpyTthTlpC8bIpX0Btw1hakY%2B%2BIAeyKaDmwoffvz1MkYSdM6iUWpYBlThsmNCfdaL2txqk5wRTTFMgvp7k3Fy4yCNZE%2FrmJYZPQX8QitOP%2F4dDGCPGbZaFTKWE4vJuGRL8ksRwZf%2FUCjcNHSi%2B3SBfZyX1Hv8kpTAjszaWsG96oP0DuS31Vjh1nLIR30nJYG%2FjsqP4NjoOeD7stzy1vZbVBFC7",
  "verificationQRCode": null,
  "journal": "===== THIS IS NOT A FISCAL INVOICE =====\r\n
TIN:                         RS543456345\r\n
Company:                     PKBB Livada\r\n
Store:                       PKBB Livada\r\n
Address:              Leskovacki drum bb\r\n
District:                        Lestane\r\n
Cashier TIN:                   123456789\r\n



Buyer TIN:                    RS34564565\r\n
Buyers Cost Center:               567546\r\n
POS Number:                  POS2017/998\r\n
POS Time:            08/12/2020 08:55:23\r\n
Ref No:            YTSS6KKG-HJHR9EO0-305\r\n
Ref DT:              15/07/2021 15:57:49\r\n
--------------COPY REFUND---------------\r\n
Items\r\n
========================================\r\n
Name    Price        Qty.          Total\r\n
Sport-100 Helmet, Blue (A)              \r\n
        34.23          2          -68.46\r\n
----------------------------------------\r\n
Total Refund:                      68.46\r\n
----------------------------------------\r\n
Cash:                              68.46\r\n
========================================\r\n
      THIS IS NOT A FISCAL INVOICE      \r\n
========================================\r\n
Label        Name     Rate           Tax\r\n
A             VAT    9.00%          5.65\r\n
----------------------------------------\r\n
Total Tax:                          5.65\r\n
========================================\r\n
SDC Time:            15/07/2021 16:25:49\r\n
SDC Invoice No:    YTSS6KKG-HJHR9EO0-390\r\n
Invoice Counter:                38/390CR\r\n
========================================\r\n
===== THIS IS NOT A FISCAL INVOICE =====\r\n",
  "messages": "Success",
  "signedBy": "HJHR9EO0",
  "encryptedInternalData": "hsiPUq7UvtxWXCLdkmZ04o3eAqGwoeb9Agf9x0DVdADJhwWaI9IAbImZnXh9cY+yJieciBovWtmSgGo/e1wT6GvIpciQBYoznWMQ7KGtDxabkYjiFTtO45BDs5F39wvaRtCIWKu8wmswkV7BN1cNjjSVvGSJ3gbdl0mTYvSWWnJBhL5O48B84eO3WMI0azKU/9KZTpzg8jkLOKP1pPBPa8uMW3EcDiFJ8jvBgu8thDIBPn6fkKauSkydJ+Xc6Nn3Ci+04ebf58mJoaaxyQOUPJDC825jU9XICl9G1qaZ8/37TY0qPQjmwo4uTZX97lOYqyWklSj6d20hVQ2x1RrkDA==",
  "signature": "Aypg62GkNMFKuCosQ2LVtVk1WYeWQCwtxX1rIFCDdzmQIGd3eEe4yBs3piQWAs3qJD84EcMGALGSE8gS/d/7Esj+CuCQX2Cd478cGJG276QqE8s3OMYFwvO6OS7N09gjtINaFmHH2X31yMAiW2nJO2FOWkLxsilfQG3DWFqRj74gB7IpoObCh9+/PUyRhJ0zqJRalgGVOGyY0J91ova3GqTnBFNMUyC+nuTcXLjII1kT+uYlhk9BfxCK04//h0MYI8ZtloVMpYTi8m4ZEvySxHBl/9QKNw0dKL7dIF9nJfUe/ySlMCOzNpawb3qg/QO5LfVWOHWcshHfSclgb+Oyow==",
  "totalCounter": 390,
  "transactionTypeCounter": 38,
  "totalAmount": 68.46,
  "taxGroupRevision": 3,
  "businessName": "PKBB Livada",
  "tin": "RS543456345",
  "locationName": "PKBB Livada",
  "address": "Leskovacki drum bb",
  "district": "Lestane",
  "mrc": "0099-3000-HJHR9EO0"
}

Proforma Sale
This is an example of Proforma Sale

Request

Header

RequestId: 3f980e694ce045a9814ac145f4374531



Body

{
  "dateAndTimeOfIssue": "2020-12-08T08:55:23.286Z",
  "cashier": "123456789",
  "buyerId": "RS34564565",
  "buyerCostCenterId": "567546",
  "invoiceType": "Proforma",
  "transactionType": "Sale",
  "payment": [
    {
      "amount": 68.46,
      "paymentType": "Cash"
    }
  ],
  "invoiceNumber": "POS2017/998",
  "referentDocumentNumber": "YTSS6KKG-HJHR9EO0-305",
"referentDocumentDT": "2021-07-15T15:57:49.7423334+02:00",
  "options": {
    "omitQRCodeGen" : "1" ,
    "omitTextualRepresentation" : "0"
  },
  "items": [
    {      
      "name": "Sport-100 Helmet, Blue",
      "quantity": 2,
      "unitPrice": 34.23,
      "labels": [
        "A"
      ],
      "totalAmount": 68.46
    }
  ]
}

Response

Header

RequestId: 3f980e694ce045a9814ac145f4374531

Body

{
  "requestedBy": "YTSS6KKG",
  "sdcDateTime": "2021-07-15T16:41:30.1405248+02:00",
  "invoiceCounter": "39/393PS",
  "invoiceCounterExtension": "PS",
  "invoiceNumber": "YTSS6KKG-HJHR9EO0-393",
  "taxItems": [
    {
      "categoryType": 0,
      "label": "A",
      "amount": 5.6527,
      "rate": 9,
      "categoryName": "VAT"
    }



  ],
  "verificationUrl": "https://ft8.test.taxcore.dti.rs/v/?vl=AllUU1M2S0tHSEpIUjlFTzCJAQAAJwAAADhyCgAAAAAAAAABeqqdjhwBAApSUzM0NTY0NTY1NH6NC4ixqSHJXOs%2Bs8TNeCRj9%2BWbTJT1t2LshfHxU3keo78alMvsRBEN7QhR9bevvrto0ltQfim629Rxg6J0dxJqNMvbPEx75W8vBOZYroNQmSf1TxFzjC5ZPYxubaLss9XjwOpdURusuMpwIHLAc3Q3Gsa4eJLc0uzey%2F4x8btcpmK3k1kdqFlJOpMLo%2BqzundA3JR8mH9T76S3ekyIYV19bUryGxd62Re6%2Bj8fxB6sQEJgq9vlZZALwtFA4BQEfKf%2BXR7aQE%2BzWYaxjf8krV3Vo%2FLQZjEPs5eWfvBlnJP2JX9GqQGqXWMIB%2BW%2F%2FrmNrq1L%2FZTws5KlWem%2BwjeIZQrxiq0BBuKgjRw0rclYimHN6IAh4QMNDSYQxyVM1F%2Bp68sVRBKcJsRTgDiRUVFQrKhdqTRJWr9X8O1jLt4Cqeh%2BV586vRaZl%2FzvWNRTsAAaY%2Bd2VXhAcYDL%2Fhn688VI7tXiDdx7CTCCI7un73gRzz4kkaCHshiC1jlDvpOkYzAyUBV1iIb3TvPQixXjMSADbySbyH%2FvVnBNPgn7D4geBVq6ORccTKuE1whp43g%2F075fwcx%2FSR3iWAxVOQfXowxUz3RlaJh4TcCoGFqKeVkCpzkVaSqIkL4RsWK%2B6C6w7FfKLFYKvR63a1D%2FJX7OUV4GUUkjBUBa1gTMN%2B4c0pc5Xb5yegLLzLSrm4cpfF1crbTu",
  "verificationQRCode": null,
  "journal": "===== THIS IS NOT A FISCAL INVOICE =====\r\n
TIN:                         RS543456345\r\n
Company:                     PKBB Livada\r\n
Store:                       PKBB Livada\r\n
Address:              Leskovacki drum bb\r\n
District:                        Lestane\r\n
Cashier TIN:                   123456789\r\n
Buyer TIN:                    RS34564565\r\n
Buyers Cost Center:               567546\r\n
POS Number:                  POS2017/998\r\n
POS Time:            08/12/2020 08:55:23\r\n
-------------PROFORMA SALE--------------\r\n
Items\r\n
========================================\r\n
Name    Price        Qty.          Total\r\n
Sport-100 Helmet, Blue (A)              \r\n
        34.23          2           68.46\r\n
----------------------------------------\r\n
Total Purchase:                    68.46\r\n
----------------------------------------\r\n
Cash:                              68.46\r\n
========================================\r\n
      THIS IS NOT A FISCAL INVOICE      \r\n
========================================\r\n
Label        Name     Rate           Tax\r\n
A             VAT    9.00%          5.65\r\n
----------------------------------------\r\n
Total Tax:                          5.65\r\n
========================================\r\n
SDC Time:            15/07/2021 16:41:30\r\n
SDC Invoice No:    YTSS6KKG-HJHR9EO0-393\r\n
Invoice Counter:                39/393PS\r\n
========================================\r\n
===== THIS IS NOT A FISCAL INVOICE =====\r\n",
  "messages": "Success",
  "signedBy": "HJHR9EO0",
  "encryptedInternalData": "NH6NC4ixqSHJXOs+s8TNeCRj9+WbTJT1t2LshfHxU3keo78alMvsRBEN7QhR9bevvrto0ltQfim629Rxg6J0dxJqNMvbPEx75W8vBOZYroNQmSf1TxFzjC5ZPYxubaLss9XjwOpdURusuMpwIHLAc3Q3Gsa4eJLc0uzey/4x8btcpmK3k1kdqFlJOpMLo+qzundA3JR8mH9T76S3ekyIYV19bUryGxd62Re6+j8fxB6sQEJgq9vlZZALwtFA4BQEfKf+XR7aQE+zWYaxjf8krV3Vo/LQZjEPs5eWfvBlnJP2JX9GqQGqXWMIB+W//rmNrq1L/ZTws5KlWem+wjeIZQ==",
  "signature": "CvGKrQEG4qCNHDStyViKYc3ogCHhAw0NJhDHJUzUX6nryxVEEpwmxFOAOJFRUVCsqF2pNElav1fw7WMu3gKp6H5Xnzq9FpmX/O9Y1FOwABpj53ZVeEBxgMv+GfrzxUju1eIN3HsJMIIju6fveBHPPiSRoIeyGILWOUO+k6RjMDJQFXWIhvdO89CLFeMxIANvJJvIf+9WcE0+CfsPiB4FWro5FxxMq4TXCGnjeD/Tvl/BzH9JHeJYDFU5B9ejDFTPdGVomHhNwKgYWop5WQKnORVpKoiQvhGxYr7oLrDsV8osVgq9HrdrUP8lfs5RXgZRSSMFQFrWBMw37hzSlzldvg==",
  "totalCounter": 393,
  "transactionTypeCounter": 39,
  "totalAmount": 68.46,
  "taxGroupRevision": 3,
  "businessName": "PKBB Livada",
  "tin": "RS543456345",
  "locationName": "PKBB Livada",
  "address": "Leskovacki drum bb",
  "district": "Lestane",
  "mrc": "0099-3000-HJHR9EO0"
}

Proforma Refund
This is an example of Proforma Refund

Request



Header

RequestId: d0bdc3dcb8b442c0bd7231ccff59f027

Body

{
  "dateAndTimeOfIssue": "2020-12-08T08:55:23.286Z",
  "cashier": "123456789",
  "buyerId": "RS34564565",
  "buyerCostCenterId": "567546",
  "invoiceType": "Proforma",
  "transactionType": "Refund",
  "payment": [
    {
      "amount": 68.46,
      "paymentType": "Cash"
    }
  ],
  "invoiceNumber": "POS2017/998",
  "referentDocumentNumber": "YTSS6KKG-HJHR9EO0-305",
"referentDocumentDT": "2021-07-15T15:57:49.7423334+02:00",
  "options": {
    "omitQRCodeGen" : "1" ,
    "omitTextualRepresentation" : "0"
  },
  "items": [
    {      
      "name": "Sport-100 Helmet, Blue",
      "quantity": 2,
      "unitPrice": 34.23,
      "labels": [
        "A"
      ],
      "totalAmount": 68.46
    }
  ]
}

Response

Header

RequestId: d0bdc3dcb8b442c0bd7231ccff59f027

Body

{
  "requestedBy": "YTSS6KKG",
  "sdcDateTime": "2021-07-15T16:44:44.0877791+02:00",
  "invoiceCounter": "37/394PR",
  "invoiceCounterExtension": "PR",
  "invoiceNumber": "YTSS6KKG-HJHR9EO0-394",
  "taxItems": [
    {



      "categoryType": 0,
      "label": "A",
      "amount": 5.6527,
      "rate": 9,
      "categoryName": "VAT"
    }
  ],
  "verificationUrl": "https://ft8.test.taxcore.dti.rs/v/?vl=AllUU1M2S0tHSEpIUjlFTzCKAQAAJQAAADhyCgAAAAAAAAABeqqgg7cBAQpSUzM0NTY0NTY1AOF3Rh6qYd2E3vI2ub0mKqW9CbeFKF6br%2BdKl8COblPTlWBWP%2BSr22PkgHjT9HI65H3GVAS6q4G56MzvnA%2Bfj5%2B3Qgrf93fhrX3ZvzQHUiCStwad%2BelciV3Q0PhP0AmcO0bKKkmHdaVZ8EooyV7xeV4yjwzsjTjOwUShjC89QDgGg1ryE6VasySRGn4k0UA9RZx2xHWhW%2FLkWtc8nfnB62RqdiumCQ9NrczRnD5LCqQZi15gW9%2F7Bfp3SXZyQlZSRlyb3wnOkH9gLkIozxhu92biODtNHzHZQD8qslnmfznl%2BKJIhTko4iKslSyFOZdOSOwnuUG0t26wb9LLtHRTBQDK%2FEgNVsQ8FBwu1KyiTHBpF4CbhAEsM0WGt13h3nDRDL8XTl2cyp6brPTQBAxlPiN0yMmD7ghSi%2BnS65NWjb9lBIn9gizjvv%2BCCuUWZQnP%2Beezm9WSWw7x7CTg7YWhDioy4b%2BDTxOVTLk9sW4d1SHj7APUaS50CHblx4r%2FFmrdzH%2FfKnz%2FNErxuwXJnIv2RNr8fHo9a0aDOls32fmqQk5dFErHTKX1miZwE4XGO%2Fnp75H487RmMVR31VWZJEIadSYCU9Rp0rJadZpD%2BLfaUq%2F1bJ0h3yEPXfN8p447eXa%2F9SuzMB0if3u31VCN8WWkVnW7w8Nn007%2BGOp7hYNaSYKU%2BMvOtBT1m%2BEF%2FgVwDOwu",
  "verificationQRCode": null,
  "journal": "===== THIS IS NOT A FISCAL INVOICE =====\r\n
TIN:                         RS543456345\r\n
Company:                     PKBB Livada\r\n
Store:                       PKBB Livada\r\n
Address:              Leskovacki drum bb\r\n
District:                        Lestane\r\n
Cashier TIN:                   123456789\r\n
Buyer TIN:                    RS34564565\r\n
Buyers Cost Center:               567546\r\n
POS Number:                  POS2017/998\r\n
POS Time:            08/12/2020 08:55:23\r\n
Ref No:            YTSS6KKG-HJHR9EO0-305\r\n
Ref DT:              15/07/2021 15:57:49\r\n
------------PROFORMA REFUND-------------\r\n
Items\r\n
========================================\r\n
Name    Price        Qty.          Total\r\n
Sport-100 Helmet, Blue (A)              \r\n
        34.23          2          -68.46\r\n
----------------------------------------\r\n
Total Refund:                      68.46\r\n
----------------------------------------\r\n
Cash:                              68.46\r\n
========================================\r\n
      THIS IS NOT A FISCAL INVOICE      \r\n
========================================\r\n
Label        Name     Rate           Tax\r\n
A             VAT    9.00%          5.65\r\n
----------------------------------------\r\n
Total Tax:                          5.65\r\n
========================================\r\n
SDC Time:            15/07/2021 16:44:44\r\n
SDC Invoice No:    YTSS6KKG-HJHR9EO0-394\r\n
Invoice Counter:                37/394PR\r\n
========================================\r\n
===== THIS IS NOT A FISCAL INVOICE =====\r\n",
  "messages": "Success",
  "signedBy": "HJHR9EO0",
  "encryptedInternalData": "AOF3Rh6qYd2E3vI2ub0mKqW9CbeFKF6br+dKl8COblPTlWBWP+Sr22PkgHjT9HI65H3GVAS6q4G56MzvnA+fj5+3Qgrf93fhrX3ZvzQHUiCStwad+elciV3Q0PhP0AmcO0bKKkmHdaVZ8EooyV7xeV4yjwzsjTjOwUShjC89QDgGg1ryE6VasySRGn4k0UA9RZx2xHWhW/LkWtc8nfnB62RqdiumCQ9NrczRnD5LCqQZi15gW9/7Bfp3SXZyQlZSRlyb3wnOkH9gLkIozxhu92biODtNHzHZQD8qslnmfznl+KJIhTko4iKslSyFOZdOSOwnuUG0t26wb9LLtHRTBQ==",
  "signature": "AMr8SA1WxDwUHC7UrKJMcGkXgJuEASwzRYa3XeHecNEMvxdOXZzKnpus9NAEDGU+I3TIyYPuCFKL6dLrk1aNv2UEif2CLOO+/4IK5RZlCc/557Ob1ZJbDvHsJODthaEOKjLhv4NPE5VMuT2xbh3VIePsA9RpLnQIduXHiv8Wat3Mf98qfP80SvG7Bcmci/ZE2vx8ej1rRoM6WzfZ+apCTl0USsdMpfWaJnAThcY7+envkfjztGYxVHfVVZkkQhp1JgJT1GnSslp1mkP4t9pSr/VsnSHfIQ9d83ynjjt5dr/1K7MwHSJ/e7fVUI3xZaRWdbvDw2fTTv4Y6nuFg1pJgg==",
  "totalCounter": 394,
  "transactionTypeCounter": 37,
  "totalAmount": 68.46,
  "taxGroupRevision": 3,
  "businessName": "PKBB Livada",
  "tin": "RS543456345",
  "locationName": "PKBB Livada",
  "address": "Leskovacki drum bb",
  "district": "Lestane",
  "mrc": "0099-3000-HJHR9EO0"
}

Training Sale



This is an example of Training Sale

Request

Header

RequestId: a44cf40b1f2b4afabd1d9c4f1066b92d

Body

{
  "dateAndTimeOfIssue": "2020-12-08T08:55:23.286Z",
  "cashier": "123456789",
  "buyerId": "RS34564565",
  "buyerCostCenterId": "567546",
  "invoiceType": "Training",
  "transactionType": "Sale",
  "payment": [
    {
      "amount": 68.46,
      "paymentType": "Cash"
    }
  ],
  "invoiceNumber": "POS2017/998",
  "referentDocumentNumber": "YTSS6KKG-HJHR9EO0-305",
"referentDocumentDT": "2021-07-15T15:57:49.7423334+02:00",
  "options": {
    "omitQRCodeGen" : "1" ,
    "omitTextualRepresentation" : "0"
  },
  "items": [
    {      
      "name": "Sport-100 Helmet, Blue",
      "quantity": 2,
      "unitPrice": 34.23,
      "labels": [
        "A"
      ],
      "totalAmount": 68.46
    }
  ]
}

Response

Header

RequestId: d0bdc3dcb8b442c0bd7231ccff59f027

Body



{
  "requestedBy": "YTSS6KKG",
  "sdcDateTime": "2021-07-15T16:47:48.3965089+02:00",
  "invoiceCounter": "39/395TS",
  "invoiceCounterExtension": "TS",
  "invoiceNumber": "YTSS6KKG-HJHR9EO0-395",
  "taxItems": [
    {
      "categoryType": 0,
      "label": "A",
      "amount": 5.6527,
      "rate": 9,
      "categoryName": "VAT"
    }
  ],
  "verificationUrl": "https://ft8.test.taxcore.dti.rs/v/?vl=AllUU1M2S0tHSEpIUjlFTzCLAQAAJwAAADhyCgAAAAAAAAABeqqjU6wDAApSUzM0NTY0NTY1UKsZsoFmKMEW2PLX%2BEx%2FP%2FH8El355WZPrVU%2BjrJYKjsm1dGOvvWxDVTc5pJkRltQhJQsDu9ZBgthUpNxcoTjNEPuQPnb8urBi%2B3wllneYCsHG9B2gS3vD79OTyRXzhisPiCSIOpcJ1QZ%2BOcPkt2p4O%2FL%2FsN93CGJ76L8PLfP2UlVSutMdaAWP4IL%2BF%2Fi2tlv1Mu%2B1SMZ7E%2FhNaVu8cco%2BsjRkLCPZB7ls2NeHl5lP4A0%2Fi%2FA4%2Fmm4%2Fis2QmkkMRcbzsfDFm0irXp3fTuDsNP0mr7gM7pM9rppMP9L7PSLn95KCS7rYWlDHhH36xRjTxmqP21ff9IxUrqP1eQJBledkGxSSAlUztjlq7uM1Yrtiimy1u4T4aQPxA%2BgFQ%2FB9UpEWQYTUHbv7V6%2BtRrrjiCwT7iNYGpdNjF7DZGDyepAe4XB7RLpFgVlC%2BXaVJ204%2FJbVZC5GdEVo25IeHd%2FN0YD2v%2F9J4ldWNo3yhm091VcaPS8G4CEGw9q1mUaif4wIb0RVQB9UNNQWSFszw9A7KiEReHG1k9qqNpQev5aEOfiwkLI6UlwdzdyLR008R5eDoShrQR5K3%2FsBG00HvMKLoZEMtTAO6Xlk0%2Fumpbbg0FtcGhRO24Q46tSHNM7e%2FcaLA%2BNo9%2BrIYHhy2sjByrosa4X%2FVfAFb7hwIbX3xM4vDZRAT7FW8QYLfUjbwrMVanRwPm",
  "verificationQRCode": null,
  "journal": "===== THIS IS NOT A FISCAL INVOICE =====\r\n
TIN:                         RS543456345\r\n
Company:                     PKBB Livada\r\n
Store:                       PKBB Livada\r\n
Address:              Leskovacki drum bb\r\n
District:                        Lestane\r\n
Cashier TIN:                   123456789\r\n
Buyer TIN:                    RS34564565\r\n
Buyers Cost Center:               567546\r\n
POS Number:                  POS2017/998\r\n
POS Time:            08/12/2020 08:55:23\r\n
-------------TRAINING SALE--------------\r\n
Items\r\n
========================================\r\n
Name    Price        Qty.          Total\r\n
Sport-100 Helmet, Blue (A)              \r\n
        34.23          2           68.46\r\n
----------------------------------------\r\n
Total Purchase:                    68.46\r\n
----------------------------------------\r\n
Cash:                              68.46\r\n
========================================\r\n
      THIS IS NOT A FISCAL INVOICE      \r\n
========================================\r\n
Label        Name     Rate           Tax\r\n
A             VAT    9.00%          5.65\r\n
----------------------------------------\r\n
Total Tax:                          5.65\r\n
========================================\r\n
SDC Time:            15/07/2021 16:47:48\r\n
SDC Invoice No:    YTSS6KKG-HJHR9EO0-395\r\n
Invoice Counter:                39/395TS\r\n
========================================\r\n
===== THIS IS NOT A FISCAL INVOICE =====\r\n",
  "messages": "Success",
  "signedBy": "HJHR9EO0",
  "encryptedInternalData": "UKsZsoFmKMEW2PLX+Ex/P/H8El355WZPrVU+jrJYKjsm1dGOvvWxDVTc5pJkRltQhJQsDu9ZBgthUpNxcoTjNEPuQPnb8urBi+3wllneYCsHG9B2gS3vD79OTyRXzhisPiCSIOpcJ1QZ+OcPkt2p4O/L/sN93CGJ76L8PLfP2UlVSutMdaAWP4IL+F/i2tlv1Mu+1SMZ7E/hNaVu8cco+sjRkLCPZB7ls2NeHl5lP4A0/i/A4/mm4/is2QmkkMRcbzsfDFm0irXp3fTuDsNP0mr7gM7pM9rppMP9L7PSLn95KCS7rYWlDHhH36xRjTxmqP21ff9IxUrqP1eQJBledg==",
  "signature": "QbFJICVTO2OWru4zViu2KKbLW7hPhpA/ED6AVD8H1SkRZBhNQdu/tXr61GuuOILBPuI1gal02MXsNkYPJ6kB7hcHtEukWBWUL5dpUnbTj8ltVkLkZ0RWjbkh4d383RgPa//0niV1Y2jfKGbT3VVxo9LwbgIQbD2rWZRqJ/jAhvRFVAH1Q01BZIWzPD0DsqIRF4cbWT2qo2lB6/loQ5+LCQsjpSXB3N3ItHTTxHl4OhKGtBHkrf+wEbTQe8wouhkQy1MA7peWTT+6altuDQW1waFE7bhDjq1Ic0zt79xosD42j36shgeHLayMHKuixrhf9V8AVvuHAhtffEzi8NlEBA==",
  "totalCounter": 395,
  "transactionTypeCounter": 39,
  "totalAmount": 68.46,
  "taxGroupRevision": 3,
  "businessName": "PKBB Livada",
  "tin": "RS543456345",
  "locationName": "PKBB Livada",
  "address": "Leskovacki drum bb",
  "district": "Lestane",
  "mrc": "0099-3000-HJHR9EO0"
}



Training Refund
This is an example of Training Refund

Request

Header

RequestId: 8caa71f8dca849908872b0d14f4c33fb

Body

{
  "dateAndTimeOfIssue": "2020-12-08T08:55:23.286Z",
  "cashier": "123456789",
  "buyerId": "RS34564565",
  "buyerCostCenterId": "567546",
  "invoiceType": "Training",
  "transactionType": "Refund",
  "payment": [
    {
      "amount": 68.46,
      "paymentType": "Cash"
    }
  ],
  "invoiceNumber": "POS2017/998",
  "referentDocumentNumber": "YTSS6KKG-HJHR9EO0-305",
"referentDocumentDT": "2021-07-15T15:57:49.7423334+02:00",
  "options": {
    "omitQRCodeGen" : "1" ,
    "omitTextualRepresentation" : "0"
  },
  "items": [
    {      
      "name": "Sport-100 Helmet, Blue",
      "quantity": 2,
      "unitPrice": 34.23,
      "labels": [
        "A"
      ],
      "totalAmount": 68.46
    }
  ]
}

Response

Header



RequestId: 8caa71f8dca849908872b0d14f4c33fb

Body

{
  "requestedBy": "YTSS6KKG",
  "sdcDateTime": "2021-07-15T17:01:53.0192859+02:00",
  "invoiceCounter": "37/396TR",
  "invoiceCounterExtension": "TR",
  "invoiceNumber": "YTSS6KKG-HJHR9EO0-396",
  "taxItems": [
    {
      "categoryType": 0,
      "label": "A",
      "amount": 5.6527,
      "rate": 9,
      "categoryName": "VAT"
    }
  ],
  "verificationUrl": "https://ft8.test.taxcore.dti.rs/v/?vl=AllUU1M2S0tHSEpIUjlFTzCMAQAAJQAAADhyCgAAAAAAAAABeqqwNvsDAQpSUzM0NTY0NTY1brqW02fw5qyqAC4AkSyc8K7zrN2K9BTZL5cofnNYMEEysyqsPVfmK6ipB4a6ie8oQIMCLvuvDxL72gP149%2Fc%2FsNrLhUI%2FSbj8gXI8GwuXBYRxeVH7qj5XYZ9mYRHUXRsbEABFHhqUWma8aFRLOVqtQni1tY6q3wvTumCJZ9m8F%2F3PCHv3fU7U3xnu6QIZKqvn8PXmlCSXNExumdILHmTLon7vkPeEgFuLWkfHh%2FtLya4JC6lJugA%2Bsv5crnUAYvBBZd2U6haKPWMEPxRzKinO6VEokncvjD5QLmxpBMpsH9PDRBHc1jVXvJ6tM5QKdyqZ%2BWId2%2BqvEJd093BEhPXcZVH475fy6gTp%2B5KE%2B6nikKr%2BsUwPlEN4gTFKs9lAdd4Y0qwUSv%2BNWsU91k3TCUk3riFEVKMQizSERc%2BDwpizBvc2s25j4wEmPSVo13ClRIXoMQxtdQc%2Bi9JoXxCdr9LjzG3ulHtWb0siT86ZMsSNtLEicddnfScAX8Z%2B2LI4LOXYF%2B6%2BMvubuWZy%2BFHDZnhTpFm%2BrCwFbJ2kH1UfkfzdYrG%2FLc4VrgjKM9seQFVVth%2FWg755xTMDQwWg7mvkiFZG3%2Fx6lLbmZFxiuoI0H0hI7ERPlA2Mp%2FUZd19OoHtoLPronm2ECvuN4HfFJCWXNrll7Per0%2FEwSJjYFp8F%2FqOQajvXLiS%2FbqXvLbz7cqIVXPK",
  "verificationQRCode": null,
  "journal": "===== THIS IS NOT A FISCAL INVOICE =====\r\n
TIN:                         RS543456345\r\n
Company:                     PKBB Livada\r\n
Store:                       PKBB Livada\r\n
Address:              Leskovacki drum bb\r\n
District:                        Lestane\r\n
Cashier TIN:                   123456789\r\n
Buyer TIN:                    RS34564565\r\n
Buyers Cost Center:               567546\r\n
POS Number:                  POS2017/998\r\n
POS Time:            08/12/2020 08:55:23\r\n
Ref No:            YTSS6KKG-HJHR9EO0-305\r\n
Ref DT:              15/07/2021 15:57:49\r\n
------------TRAINING REFUND-------------\r\n
Items\r\n
========================================\r\n
Name    Price        Qty.          Total\r\n
Sport-100 Helmet, Blue (A)              \r\n
        34.23          2          -68.46\r\n
----------------------------------------\r\n
Total Refund:                      68.46\r\n
----------------------------------------\r\n
Cash:                              68.46\r\n
========================================\r\n
      THIS IS NOT A FISCAL INVOICE      \r\n
========================================\r\n
Label        Name     Rate           Tax\r\n
A             VAT    9.00%          5.65\r\n
----------------------------------------\r\n
Total Tax:                          5.65\r\n
========================================\r\n
SDC Time:            15/07/2021 17:01:53\r\n
SDC Invoice No:    YTSS6KKG-HJHR9EO0-396\r\n
Invoice Counter:                37/396TR\r\n
========================================\r\n
===== THIS IS NOT A FISCAL INVOICE =====\r\n",
  "messages": "Success",
  "signedBy": "HJHR9EO0",
  "encryptedInternalData": "brqW02fw5qyqAC4AkSyc8K7zrN2K9BTZL5cofnNYMEEysyqsPVfmK6ipB4a6ie8oQIMCLvuvDxL72gP149/c/sNrLhUI/Sbj8gXI8GwuXBYRxeVH7qj5XYZ9mYRHUXRsbEABFHhqUWma8aFRLOVqtQni1tY6q3wvTumCJZ9m8F/3PCHv3fU7U3xnu6QIZKqvn8PXmlCSXNExumdILHmTLon7vkPeEgFuLWkfHh/tLya4JC6lJugA+sv5crnUAYvBBZd2U6haKPWMEPxRzKinO6VEokncvjD5QLmxpBMpsH9PDRBHc1jVXvJ6tM5QKdyqZ+WId2+qvEJd093BEhPXcQ==",
  "signature": "lUfjvl/LqBOn7koT7qeKQqv6xTA+UQ3iBMUqz2UB13hjSrBRK/41axT3WTdMJSTeuIURUoxCLNIRFz4PCmLMG9zazbmPjASY9JWjXcKVEhegxDG11Bz6L0mhfEJ2v0uPMbe6Ue1ZvSyJPzpkyxI20sSJx12d9JwBfxn7Ysjgs5dgX7r4y+5u5ZnL4UcNmeFOkWb6sLAVsnaQfVR+R/N1isb8tzhWuCMoz2x5AVVW2H9aDvnnFMwNDBaDua+SIVkbf/HqUtuZkXGK6gjQfSEjsRE+UDYyn9Rl3X06ge2gs+uiebYQK+43gd8UkJZc2uWXs96vT8TBImNgWnwX+o5BqA==",
  "totalCounter": 396,
  "transactionTypeCounter": 37,
  "totalAmount": 68.46,



  "taxGroupRevision": 3,
  "businessName": "PKBB Livada",
  "tin": "RS543456345",
  "locationName": "PKBB Livada",
  "address": "Leskovacki drum bb",
  "district": "Lestane",
  "mrc": "0099-3000-HJHR9EO0"
}

Get Last Signed Invoice
Get the last signed invoice by RequestId. It is used in case POS did not get a response from E-SDC after the
Create Invoice service was invoked. The response is the same as for the Create Invoice service. RequestId field
from the request is used to determine whether the last invoice was successfully created.

Endpoint

SDC Endpoint

V-SDC <V-
SDC_API_URL_obtained_from_certificate_as_explained_
here>/api/v3/invoices/{requestId}

[[_TaxCore.PublicConfiguration.VSDCApiUrl_]]/api/v3/invoices/4c5730b50eb7b50e7a0292600a67ce16

E-SDC http://<ESDC_ip_address>:<port>/api/v3/invoices/{requestId}http://192.168.88.112:8888/api/v3/invoices/4c5730b50eb7b50e7a0292600a67ce16

NOTE:
Development and production environments, as well the environments in different countries, have different URLs.
For this reason, URLs and names in your documentation, code and UI should not be hardcoded but configurable
or extracted from a digital certificate.

Method
GET

Authentication

V-SDC

N/A

/help/help/view/1846128515/Create-Invoice
/help/help/view/1636340390/Accessing-V%2DSDC-API


E-SDC

E-SDC does not require client authentication.

Request
N/A

Response
If found, same response structure as the response model for Create Invoice service. If not found, null is returned.

NOTE:
The main purpose of the command is to receive information about the last signed invoice, so that in case of
failure, POS can decide whether it is necessary to repeat an invoice request. There are various alternative
scenarios that may arise from this, which E-SDC should process in accordance with its technical capabilities and
capacities, as well as depending on the intended implementation and the guarantees it can offer to POS:

If more than one POS is using the same E-SDC, the uniqueness of the RequestId should be ensured at
the level of all acceding POS. In this regard, it is recommended to use a GUID with each request, or a
combination of POS_id + request_id. Also, in this case, the last invoice according to the POS, or one
of the last N requests, should be saved, depending on the capabilities of the E-SDC.

1.

If one E-SDC is issuing invoices with multiple POSs and multiple Secure Elements, then the E-SDC should
store at least 1 latest invoice response for each unique combination of request_id + secure element
UID. Depending on the implementation, E-SDC can store more than 1 latest responses for each
combination.

2.

The E-SDC should store this data in a non-volatile memory so that in the event of a failure (e.g. power
failure) it can read the stored data.

3.

E-SDC should keep this data at least until the next request.4.

Error Messages Format
This section describes the structure and format of error messages that SDC returns to POS.

Data fields

message Human-readable error information. If unsure which error message to return to a POS, use
“The request is invalid” phrase
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modelState Array of objects containing key-value pairs of property-errorCodes .

property Path to the property error codes are associated with. If some of the fields in the path is an
array, index number shall be included in square brackets. If errorcode is not related to a
specific JSON property in the request, leave empty string.

errors Error codes associated with a particular property. Codes are from the section Status and Error
Codes.

Model

ModelErrors {
message (string),
modelState (Array[ModelError])
}

ModelError {
property(string),
errors(Array[string])
}

Example

{
    "message": "The request is invalid.",
    "modelState": [
        {
            "property": "invoiceType",
            "errors": [
                "1234"
            ]
        },
        {
            "property": "items[0].labels[0]",
            "errors": [
                "1234"
            ]
        },
        {
            "property": "items[0].gtin",
            "errors": [
                "1234",
                "5678"
            ]
        }
    ]
}

Status and Error Codes
All protocols share the same Info, Error, and Warning codes.
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Code 0-Info 1-Warning 2-
Error

Description Applies to Retryable/Permanent

INFO

0000 All OK Command is executed
without warnings or
errors

VSDC, E-SDC N/A

0100 Pin OK This code indicates that
the provided PIN code is
correct

E-SDC N/A

0210 Internet Available Internet Connection is
available (optional)

E-SDC N/A

0220 Internet Unavailable Internet Connection is
not available (optional)

E-SDC Retryable

WARNINGS

1100 Storage 90% Full Storage used to store
audit packages is 90%
percent full. It is time to
perform the audit.

E-SDC Retryable

1300 Smart Card is not
present

Secure element card is
not inserted in the E-
SDC smart card reader

E-SDC Retryable

1400 Audit Required Total Sale and Refund
amount reached 75% of
the SE limit. It is time to
perform the audit.

E-SDC Retryable

1500 Pin Code Required Indicates that POS must
provide the PIN code

E-SDC Retryable

1999 Undefined Warning Something is wrong, but
a specific warning is not
defined for that
situation. The
manufacturer can use
manufacturer-specific
codes to describe the
warning in more detail

E-SDC Retryable



ERRORS

2100 Pin Not OK PIN code sent by the
POS is invalid

E-SDC Retryable

2110 Card Locked The number of allowed
PIN entries exceeded.
The card is locked for
use

E-SDC Permanent

2210 SE Locked Secure Element is
locked. No additional
invoices can be signed
before the audit is
completed

E-SDC Retryable

2220 SE Communication
Failed

E-SDC cannot connect to
the Secure Element
applet

E-SDC Retryable

2230 SE Protocol Mismatch Secure Element does not
support requested
protocol version
(reserved for later use)

E-SDC Retryable

2310 Invalid tax labels Tax Labels sent by the
POS are not defined

V-SDC, E-SDC Retryable

2400 Not configured SDC device is not fully
configured for invoice
signing (i.e., tax rates or
verification URL are
missing)

E-SDC Retryable

2800 Field Required A field is required (a
mandatory invoice
request field is missing)

V-SDC, E-SDC Retryable

2801 Field Value Too Long The length of the field
value is longer than
expected

V-SDC, E-SDC Retryable

2802 Field Value Too Short The length of the field
value is shorter than
expected

V-SDC, E-SDC Retryable



2803 Invalid Field Length The length of the field
value is shorter or longer
than expected

VSDC, E-SDC Retryable

2804 Field Out Of Range A field value out of
expected range

VSDC, E-SDC Retryable

2805 Invalid Field Value A field contains an
invalid value

VSDC, E-SDC Retryable

2806 Invalid Data Format The data format is
invalid

VSDC, E-SDC Retryable

2807 List Too Short The list of items or the
list of tax labels in the
invoice request does not
contain at least one
element (item/label).

VSDC, E-SDC Retryable

2808 List Too Long The list of items or the
list of tax labels in the
invoice request exceeds
the maximum allowed
number of elements
(items/labels) or byte
size. The maximum
values depend on an
SDC's capacity for
processing invoice
requests and can be
manufacturer-specific.

VSDC, E-SDC Retryable

2809 Secure Element Expired The digital certificate on
the smart card secure
element has expired.

E-SDC Permanent

Obsolete error codes

Code Error Description Applies to

2811 Invalid Invoice Type Value of Invoice Type field is invalid or
out of range (replaced with 2805)

VSDC, E-SDC

2812 Invalid Transaction Type Value of Transaction Type field is
invalid or out of range (replaced with
2805)

VSDC, E-SDC



2813 Invalid Payment Type Value of Payment Type field is invalid
or out of range (replaced with 2805)

VSDC, E-SDC

2814 BuyerIdLenghtInBytes Length
Exceeded

BuyerID field maximum length is
exceeded (20 chars) (replaced with
2803)

VSDC, E-SDC

2815 BuyerCostCenterId Length Exceeded BuyerCostCenterId field maximum
length is exceeded (15 chars) (replaced
with 2803)

VSDC, E-SDC

2816 POSInvoiceNumber Length Exceeded POSInvoiceNumber field maximum
length is exceeded (20 chars) (replaced
with 2803)

VSDC, E-SDC

2817 GTIN Length Invalid POSInvoiceNumber field length is less
than 8 or greater than 14 (replaced
with 2803)

VSDC, E-SDC

2818 Name Length Exceeded Name field maximum length is
exceeded (2048 chars) (replaced with
2803)

VSDC, E-SDC

2819 Name is Required An item name is required (replaced
with 2800)

VSDC, E-SDC

2820 Labels Length Exceeded Label length is exceeded (replaced
with 2803)

VSDC, E-SDC


